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2. 73UFicLBRTs (v - u s 7Y O Fiddler FLéfE R
MALER O I AR I [Raw] 7T — & & L, MEZE U T [WebForms] <°[WebViewlZ% 459 %,
B2 ITBEELTWDT A AD TA—LT RLA | & [R2T— R T IXXXXX] &
BELCWET,
(1) fe2m 74 VEEET 7 A
#t4,;
Request;

[Raw]

GET http://fc2.com/Togin.php HTTP/1.1

Host: fc2.com

User-Agent: Mozilla/5.0 (Windows NT 6.3; wow64; rv:42.0) Gecko/20100101
Firefox/42.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: ja,en-US;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

cookie: fc10=1449934650246%2Cja%2C9; _ga=GA1l.2.513399523.1418574946;
__utma=168497334.513399523.1418574946.1449927340.1449934651.33;
__utmz=168497334.1449760967.30.11.utmcsr=1id.fc2.com|utmccn=(referral) | utmcmd
=referral |utmcct=/;
fgcv=1%3Bjz1TKIX44PJaFMINN%2B]jTo6qVv%2B1Rh85AhQAMTMOXboZzCDBk3p;
__unam=eadOcea-14fa358cd4c-560e2dcc-1; fc2_analyzer_2=1-3052422951-
1443881587-1449934650-91-17-1449927339; genr=k; FC2ANASESSION2=5241599;
__utmb=168497334.1.10.1449934651; __utmt=1

Connection: keep-alive

[WebForms] FE/RNAEL

Response;

[Raw]

HTTP/1.1 200 OK

Content-Type: text/html

Date: Sat, 12 Dec 2015 15:27:54 GMT

Server: nginx

Set-Cookie: Tanguage=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=fc2.com

vary: Accept-Encoding

Content-Length: 10467

Connection: keep-alive

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtm11/DTD/xhtml1-Transitional.dtd">

<htm]l xmIns="http://www.w3.0rg/1999/xhtm1" xml:Tang="ja" Tang="ja">

<head >

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>OJ1> FC2 - BRUR—LR— POCREER JOJ L>F)ILH—)\— SsEo MR &
-</title>
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[WebView]

Get Syntax\View Transformer Headers TextView ImageView HexView

Auth Caching Cookies Raw 150N ¥ML

Document is: 10,467 bytes.
ILanguage |
FC2 total Web Solutions

FQ2ID~QS A LET . AT A1 AFREA AL
(AT AN R2 )9 L TLEEEL,

« BEFA-ILTFLA:
.
« DA =R

O OJ A AR T

" AL PR LA A —EE TR
" QS A TEL

(2) TmrAv) BfE- - VXA Lo MR
#46 ;
Request;

[Raw]

POST https://secure.id.fc2.com/index.php?mode=1ogin&switch_language=ja
HTTP/1.1

Host: secure.id.fc2.com

User-Agent: Mozilla/5.0 (Windows NT 6.3; wow64; rv:42.0) Gecko/20100101
Firefox/42.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%*;g=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://fc2.com/Togin.php

Cookie: fcl10=1449934877541%2Cja%2C9; _ga=GA1l.2.513399523.1418574946;
__utma=168497334.513399523.1418574946.1449927340.1449934651.33;
__utmz=168497334.1449760967.30.11.utmcsr=1id.fc2.com|utmccn=(referral) | utmcmd
=referral |utmcct=/;
fgcv=1%3Bjz1TKIX44PJaFMINN%2B]jTo6qVv%2B1Rh85AhQAMTMOXboZzCDBk3p;
fc10=1449764186482%2Cja%2C9; __unam=eadOcea-14fa358cd4c-560e2dcc-1; genr=k;
__utmb=168497334.2.10.1449934651; __utmt=1; __utmc=168497334

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 70

emai T=XXXXXX%40gmail.com&pass=XXXXXXXXX&image.x=139&image.y=17&done=

O IXXXXXX ] 1, fe2 ~DF gk [A—/L« 7T RLA| & [DX2RT—=F] NRAD FT,
TAVRDA—)LERRDT, [X] LELTWEST, L2257, (@gmail.com 137 L E L72)
(%40 Zurl 72— 725 L (@ TTDOT, emaill=XXXXX@gmail.com & i £ 7,
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[WebForms]
[El Log [] Filters = Timeline
() Statistics ik Inspectors 4 autoResponder # Composer
Headers | TextWiew HexView Auth Cookies Raw 150M AML
QueryString
Mame Value
switch_language ia
Body
Mame Value ~
pass NKARREERE
IMage. x 1558
image.y 17
done A
Response;
[Raw]

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en

Content-Type: text/html; charset=UTF-8

Date: Sat, 12 Dec 2015 15:46:23 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: sat, 12 Dec 2015 15:46:23 GMT

Pragma: no-cache

Server: nginx

Set-Cookie: FCSID=2g78acq7ibu7nd44pibiriaai80; path=/; domain=.id.fc2.com
Set-Cookie: fcu=12147414-257d0de609d7ccb6cebdead95bb6bbfae-
a2962e7d1429b7002e46a8218b916a50-99e84c02-1449935183-66-
993b70b12516b63bf5f70488e494108d; path=/; domain=.fc2.com; HttpOnly
Set-Cookie:
Togin_status=1%7C0%7C%7C1449935183%7C0%7C72f0b97e7d65f013568620e241a2463a;
path=/; domain=.id.fc2.com

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: secure_check_fc2=b13a398a84a56054ae22caebad9f9e7bfaa95al5a;
path=/; domain=.id.fc2.com; secure

vary: Accept-Encoding

Content-Length: 192

Connection: keep-alive

<HTML><HEAD><META http-equiv="Refresh" content="0;
url=http://id.fc2.com/?Togin=done"></HEAD><BODY onload="try
{self.location.href="http://id.fc2.com/?Togin=done' } catch(e)
{}"></BODY></HTML>

XAHRA b ; META % 7 C, Refresh L Thttpi/id.fc2.com/?login=done] {2V ¥ A L7 h9 %
ok &, JavaScript IZK DV XA L7 Fitdh bt STV 5,

[WebView] ForsT—XMEL
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#47,;, (UX¥AVZ D)

Request;

[Raw]

GET http://id.fc2.com/?1ogin=done HTTP/1.1

Host: id.fc2.com

User-Agent: Mozilla/5.0 (Windows NT 6.3; wow64; rv:42.0) Gecko/20100101
Firefox/42.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: ja,en-US;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

Cookie: fcl10=1449934877541%2Cja%2C9; _ga=GA1l.2.513399523.1418574946;
__Uutma=168497334.513399523.1418574946.1449927340.1449934651.33;
__utmz=168497334.1449760967.30.11.utmcsr=1id.fc2.com|utmccn=(referral) | utmcmd
=referral |utmcct=/;
fgcv=1%3Bjz1TKIX44PJaFMINN%2B]jTo6qVv%2B1Rh85AhQAMTMOXboZzCDBk3p;
fc10=1449764186482%2Cja%2C9; __unam=eadOcea-14fa358cd4c-560e2dcc-1;
fc2_analyzer_49=1-3835014457-1443881617-1449764185-52-14-1449762857; genr=k;
__utmb=168497334.2.10.1449934651; __utmt=1; __utmc=168497334;
FCSID=2g78acq7ibu7nd44pibiriaai80; fcu=12147414-
257d0de609d7cc6cebdead95bbbbbfae-a2962e7d1429b7002e46a8218b916a50-99e84c02-
1449935183-66-993b70b12516b63bf5f70488e494108d;
Togin_status=1%7C0%7C%7C1449935183%7C0%7C72f0b97e7d65f013568620e241a2463a
Connection: keep-alive

[WebForms]
E Log [] Filters — Timeline
(4} Statistics iy, Inspectors 4 BAutoResponder # Composer
Headers | TextView | EWebForms: | HexView | Auth Cookies | Raw JSON XML
QueryString
Name Value
Response;
[Raw]

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en

Content-Type: text/html; charset=UTF-8

Date: Sat, 12 Dec 2015 15:46:24 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: sat, 12 Dec 2015 15:46:24 GMT

Pragma: no-cache

Server: nginx

Set-Cookie: fgcv=1%3Bjz1TKIX44PJaFMINN%2BjTo6qVv%2BT1Rh85AhQAMTMOXbozCDBk3p;
Max-Age=31536000; path=/; domain=.fc2.com; Httponly

vary: Accept-Encoding

Content-Length: 21548

Connection: keep-alive

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtm11/DTD/xhtml11-Transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtm1" xml:Tang="ja" Tang="ja">
<head>
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<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>FC2ID - EFEFH P —EX—E</title>
<meta name="description" content="" />
<meta name="keywords" content="" />
<meta name="robots" content="noindex, nofollow, noarchive" />
<meta http-equiv="Content-Style-Type" content="text/css" />
<meta http-equiv="Content-Script-Type" content="text/javascript" />

........... EL"F\[]]%...........

Get SyntaxView Transformer Headers TextView ImageView HexView WebView
Auth Caching Cookies Raw JSOM ML

Document is: 21,548 bytes.
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(3) TmZ 7o bl BfE- - V& ALY FRA
#118;
Request;

[Raw]

GET http://id.fc2.com/logout.php HTTP/1.1

Host: id.fc2.com

User-Agent: Mozilla/5.0 (Windows NT 6.3; wow64; rv:42.0) Gecko/20100101
Firefox/42.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: ja,en-US;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

Referer: http://id.fc2.com/?Togin=done

Cookie: fcl10=1449935184539%2Cja%2C9; _ga=GA1l.2.513399523.1418574946;
__utma=168497334.513399523.1418574946.1449927340.1449934651.33;
__utmz=168497334.1449760967.30.11.utmcsr=1id.fc2.com|utmccn=(referral) | utmcmd
=referral |utmcct=/;
fgcv=1%3Bjz1TKIX44PJaFMINN%2BjTo6qVv%2B1Rh85AhQAMTMOXboZzCDBk3p;
fc10=1449935185230%2Cja%2C9; __unam=eadOcea-14fa358cd4c-560e2dcc-1;
fc2_analyzer_49=1-3835014457-1443881617-1449935184-53-15-1449935184; genr=k;
__utmb=168497334.2.10.1449934651; __utmc=168497334;
FCSID=2g78acq7ibu7nd44pibiriaai80; fcu=12147414-
257d0de609d7ccbcebdead95bbbbbfae-a2962e7d1429b7002e46a8218b916a50-99e84c02-
1449935183-66-993b70b12516b63bf5f70488e494108d;
Togin_status=1%7C0%7C%7C1449935183%7C0%7C72f0b97e7d65f013568620e241a2463a;
FC2ANASESSION49=43540189; _gat=1

Connection: keep-alive

[WebForms] FE/RT—HXEL

12,749


http://id.fc2.com/logout.php
http://id.fc2.com/?login=done

(C) 2011 amenbo the 3rd
Response;

[Raw]

HTTP/1.1 302 Found

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en

Content-Type: text/html; charset=UTF-8

Date: Sat, 12 Dec 2015 15:51:12 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: sat, 12 Dec 2015 15:51:12 GMT

Location: http://fc2.com/Togout.php

Pragma: no-cache

Server: nginx

Set-Cookie: fcu=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: fcu=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: login_status=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT;
path=/; domain=.id.fc2.com

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

vary: Accept-Encoding

Content-Length: 0

Connection: keep-alive

XARA b ; TLocation;] T, Thttpi/fc2.com/logout.php) ~VU XA L7 MERLTWND

[WebView] —FRNAFEL

#119; (UFALIH)
Request;

[Raw]

GET http://fc2.com/Togout.php HTTP/1.1

Host: fc2.com

User-Agent: Mozilla/5.0 (Windows NT 6.3; wow64; rv:42.0) Gecko/20100101
Firefox/42.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%*;g=0.8
Accept-Language: ja,en-US;qg=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://id.fc2.com/?Togin=done

Cookie: fcl1o=1449935184539%2Cja%2C9; _ga=GA1l.2.513399523.1418574946;
__utma=168497334.513399523.1418574946.1449927340.1449934651.33;
__utmz=168497334.1449760967.30.11.utmcsr=1id.fc2.com|utmccn=(referral) |utmcmd
=referral |utmcct=/;
fgcv=1%3Bjz1TKIX44PJaFMINN%2B]jTo6qVv%2B1Rh85AhQAMTMOXboZzCDBk3p;
__unam=eadOcea-14fa358cd4c-560e2dcc-1; fc2_analyzer_2=1-3052422951-
1443881587-1449934877-92-17-1449927339; genr=k; FC2ANASESSION2=5241599;
__Uutmb=168497334.2.10.1449934651; __utmc=168497334; _gat=1

Connection: keep-alive

[WebForms]  FRINAEEL
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Response;

[Raw]

HTTP/1.1 200 OK

Content-Type: text/html

Date: Sat, 12 Dec 2015 15:37:49 GMT

Server: nginx

Set-Cookie: Tlanguage=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=fc2.com

vary: Accept-Encoding

Content-Length: 9538

Connection: keep-alive

<!DOCTYPE html PUBLIC "-//w3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtm11/DTD/xhtm11-Transitional.dtd">

<html xmIns="http://www.w3.0rg/1999/xhtm1" xml:lang="ja" lang="ja">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<meta http-equiv="Refresh" content="120;url=http://fc2.com/">

<title>O07J b8 FC2 - BRUR—LNR— PORIER JOJ L)LY —)\— SE0 3R
£ —</title>

<meta name="description" content="J07 8RN >45)L FOUCIENT EBE" />

<meta name="keywords" content="FC2,blog, 707 ,/R—LR—= 8B 7O @, 1D
25— ¥ RIR,BBS, P>, LIS —)\— 2 3vETE-)L,SavE>Tdh— K #EF, X
—IWIA—=L,T7HFILR" />

<meta name="robots" content="noindex,nofollow,noarchive'>

<meta name="author" content="FC2,Inc." />

.......... BITF BE « ¢ ¢ o o o o o v v 0 v v o 0 o o
[WebView]
Get SyntaxView | Transformer Headers | TextView ImageView HexView | E\WebView:
Auth Caching Cookies Raw JSOM ML
Document is: 9,538 bytes,
[Language [+]

FC2 total Web Solutions

g7 9rLELI. BURT A9 35I1C1F. 0O
TANGEEAAL[AT A RE2E9) 90
TLEELY,

« A—)LTHLA:
.
o PR
.

O OF A AAREEIEF
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3. v Ay - u T U NEERESTT D
KOHTORA b
s UEA LT S OFARD
- Cookes DLl

(1) Terq ) &k
U XA VLT FRRAE

POST https://secure.id.fc2.com/index.php?mode=Togin&- - -

!

GET http://id.fc2.com/?1ogin=done

+ POST % L 7= Response (2, VXA L7 FRIREINLTWET,
JF3C (U EA Lo MERED ;

<~y B—E >

HTTP/1.1 200 OK

<IT o —HRGT >

<HTML><HEAD><META http-equiv="Refresh" content="0;
url=http://id.fc2.com/?1ogin=done"></HEAD><BODY onload="try
{self.location.href="http://id.fc2.com/?Togin=done' } catch(e)
{}"></BODY></HTML>

T ; EREORT 4 —ERLakIZiE, 2 2O —UBEHOFR A E SN TWET,
LIF, BMEDORMER LE T, GERICOWTIIABIZTMAS 23V

—1. META # 7
<HEAD>
<META http-equiv="Refresh" content="0; url=http://id.fc2.com/?login=done">
</HEAD>

fisn ; HTML @ META # 7 5tab iz &k 5 .
ZOEITBRHRAENTZS, 10) BEICY 7Ly a LT,
http//id.fc2.com/?login=done (Z~—TFHE) (VXA L7 ) T57DDHER

—2. Java A7 U 7 hiibic kB
<BODY
onload=
"try {self.location.href="http://id.fc2.com/?1ogin=done’' }
catch(e) {}">
</BODY>

figin ; Java A7 U7 b @ lTonToad="try {## 1} catch(e) {MLEE2}"| DXL,
15,749


http://id.fc2.com/?login=done
http://id.fc2.com/?login=done
http://id.fc2.com/?login=done
http://id.fc2.com/?login=done
https://secure.id.fc2.com/index.php?mode=login&switch_language=ja
http://id.fc2.com/?login=done

(C) 2011 amenbo the 3rd
ZOFRRAFEAIAENTZ DS (onload), HI MLEE 1) 54T (try) T 5,
H LT —235%E (catch(e)) L7256, MLH 2] #3715,

ZZTo [ 1 ; self.location.href=- - «+ | T+ O T,
TESDOT7L—L77E0] Do 752 L1720 F9,
(L. E9F T2 OEEIZZ L —ATHERIN TS, 3RCTTh! ?2)

{1

s Javascript OFEMFEIITEIE L30T, FMICTHELS ZE0,

faflg >, HTTP ~>y X TO U XA L7 MarzfibdIz, META # 2 & JavaScript 12 X %
UEA VLY N X TNV THRELTHET,
(AFILHTTP ~y X TU XA L7 MIKRMT 251 2T, ENTELS L LD TTN)

(2) Te 779 b Btk
XU LAV RSSEA

GET http://id.fc2.com/Togout.php

4

GET http://fc2.com/logout.php

JFSC (U XA V7 MNERE)
<~y By >
HTTP/1.1 302 Found

Location: http://fc2.com/Togout.php
<IT o —HBGT >
i L

fEMT ; Location OFfF/RfFU #A4 L7 FTid, @H 1T 1301 ((BEAMEER) ] »
1302 (—WfIRHR) | 25 &L 5 TT,

FEER
UEA VT FFEICE T3] &Y EF, FEMIE Web HF2BRITEI 0,
(1)301 (302) VXA L7 hEMIIND HIET, httaccess X° PHP il & fif 5 1k
(27 HTML ®<meta http-equiv="Refresh" ...>% i 5 5k
(3)JavaScript @ location.href, & 721% location.replace() % fif H J5i%
(Fpik, fe2 TIXZD 3 >&THEbATHET)
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*Request DFFICERESILDH Y v ¥ —, Response THTZIZAEKSIND T vF—%,

k& & [2a—7) O2mEMHOLSELET,
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ACkIT THRIRTL) ZRC#ifk, IRIC TR a—=7) OE L 25O TR, THKIRIL) 2705 ~<<
I R=VRICRELSERLIZVOT, BEOCHE LT [Ra—7] hBEIHHR L TWET,

O v¥x—0FEMt Ra—7 GEMINHHEMH) %) 1220 T
xuarA4rmnbu 7Ty 95 FETOMIZ Set-Cookie &z v F—D A a2 — 7551 %

TRONEELERD T, (774 VRN GRS L T Request IZFXE I LD b DIFERL)
HERAL Y 7 v X — @k (-
£%h path | f1%) domain Z DAt
FCSID secure.id.fc2.com /3 1d.fe2.com
login_status secure.id.fc2.com /3 1d.fe2.com
secure_check_fc2 secure.id.fc2.com /3 1d.fe2.com secure X1
glad_val(=deleted) | secure.id.fc2.com /; fc2.com
fcu secure.id.fc2.com /5 fc2.com | Http Only | %2
fgev id.fc2.com /; fe2.com | Http Only | V4 AV METIH

¥ [lpath=/;] 1X, RAA VECTFDOATT Cookie WA THD, L FHEKTT,

X [domain] BMEILZ v —2NARREME (X=2—7) 2RO ET,

Bz 11X Tfc2.com] THZhZ: Cookie X, 7+ KA A ® [id.fe2.com] THLHZITT,

ZOMINZHT « AL D [idfe2.com] THZNZ: Cookie (X, L FAA > [fe2.com] [E T
BT 5 Mo 7 « RAAL ] ITFANTIEHY £ A,
ZIZTED 7« AL 1F, ARAN (P——) EZXTHEHY FHA,

*1;

secure BN < A

SOFIIRDET,

X2

IEREZEEfE L TV D

*Eli—\‘ L/VCI/\%) J: 5 ‘/C“‘é—o
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[Http Only) EMiX., 7 vF—DAa—7% HTTP U 7 =& MNIHIR L £,
SRTIXENDOTTMN, FEHTTPAPL ~NIT 7 B AMENLRANT A & %

[secure] BMIZ., 7 v X —DRAa—T7%" ¥X27” F¥ o FUTHIBL £7,
Thttpsi//] ~E7 v ¥ —%2EET D0, Thttp//] ~FTEE LRV, &
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(£2NVERWEOUGFE DI NETGITO ) "G UL B FNSOOYOHILL L0 |2IE
TUFZISINDRY O KNGS K T LU RTEED esodsay il <) L0 | £ITAISOA | * £ ¥4
(1) LHPEEOZE -

QMG U T WHEDIDT TS 400 X
CQURIFETIENISONDH O D URETIYTIOH AL OB 296~V LOEE "B NG LLOFE — 1%

—FCLTQURITFEZIFAML | “2IES L) 40  HTITRAGLL BHE-
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(4) WebRequest Tf# 9 Cookie DR
0y A URRCERESN, £n A B MERRERICEDD] Fied 320 Cookie %

fEOFETHEDDLZ LI LE LT,

350 FE AR A A =a—7

P 1A RO BT LD SV AN
Request V2417  Request Request

FCSID Set-Cookie Cookie Cookie

login_status Set-Cookie Cookie Cookie

fcu Set-Cookie Cookie Cookie

4. WebRequest(5/3% 9 ) COBHRFEEZRE (N—TYarl)
D s i
Tl e E BRI EABELE L, S LEGEI2iEue 77T v MEREDSEHIZ

HHFET,
N—3 1 Tix TPOST) TurZ A 31U, VALY I3 RETHLDELT

MQL4 == — FafFR L £7,

(1) ZHOBDa— L7 7 A NVOBEE

N " £ PR gk « ER AR L A2 —
n /A4 HAMQL4Y =—FK (A7 U7 h) _post_fc2_login.mq4 MQL4/Scripts
Respose i [~y & —& INEET 7 A/ | _post_fc2_login.txt MQL4/Files
Respose &5 [T ¢ —#B) gk~ 7 A /v | _post_fc2_login.htm MQL4/Files
[~y X —8 HoExHLE ) )
Cookies D7D~ 7 A v _cookie fc2.txt MQL4/Files
LR OXfiE
i Requset
_post_fc2_login.mq  ’
fe2 r—r —
r—-————————— I /
A VA o T Respons®
r——— - oo !
| ~y B —E |
— — — — r — — — — —
|
r____} _____

19,749
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(2) FT0%fE (URL OXRER)
X TFREDERIT,
[Y—n] — [F7var] TRREND [ZFAN—= T RS Y] 27T,
[WebRequest Z#F7[ 9% URL U A h] IZ7 78235 url 288 L TRBE £,

AHITIE, T 1] TORFRITHKE, SOOI XA LT MMELEH T,
TI7HALT-url @ TEEELTEBEE L,

#—)i— | Fv—1 | S{>B0zE | | TEV-NFRY B | el | FTP | B8 | 2z

EBRETFAITE

OEfEEeNsEERETANTTS

TOIF I EEEN BT EEANTTS

O Fvr-roEEA7ERSHESEEen s ERREEATTS
DLLOEAZHAITS (S TE 7 W23 0&TER)
WebRequestZFFa]T3URLUZ

@ http://fc2.com/login.php

® https://secure.id.fc2.com/findex.php?mod...
& http://id.fc2.com [?login=done

& http://id.fc2.comlegout.php

@ http://fc2.com flogout.php

FFaf L7z url U A b

HHTIZBEE L7 WebRequest D7 KL 2 (URL) ik
1A DR R
@ | http://fe2.com/login.php
vy UREDT T A
@ | https://secure.id.fc2.com/index.php?mode=login&switch_language=ja
@ | http://id.fc2.com/?login=done R ARNZA
v 77y NEDOT 7 AN
@ | http//id.fc2.com/logout.php
® | http://fc2.com/logout.php VEAVI M

XHEHF THIL, VAA L7 NeDEE 1, ®J) ITARELDONE LILZ2WDOTT A,
I BIEET L REAEDO TR ONRNDO T, REESFRERFOFHEFFZB O 372012
BUCRFRI Y A MZEEE L E LT,
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(3) vl A VEITHE; AXZUTZbP l_post_fc2_ login] %34T
X Fiddler (Z X 2 @ISR TR L £7,

= = TGO T FFE TesTTeT T =T =

(1= - — -_— S I o £
=] 1# < HALTF unnel o secure.|d. it Co...,
—J = - = - - - -

= 18 200 HTTPS secure.d... findex,php?mod... 192 no-store,

' TUXA VI b BRELTHARND

Request;

[Raw]

POST https://secure.id.fc2.com/index.php?mode=1ogin&switch_Tlanguage=ja
HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *,utf-8

Accept-Language: en

Host: secure.id.fc2.com

User-Agent: MetaTrader 4 Terminal/4.940 (windows NT 6.3; x64)
Proxy-Connection: Keep-Alive

Content-Length: 70

emai T=XXXXXX%40gmail.com&pass=XXXXXXXXX&image.x=152&image.y=15&done=

Response;

[Raw]

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en

Content-Type: text/html; charset=UTF-8

Date: Wed, 23 Dec 2015 09:49:12 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: wed, 23 Dec 2015 09:49:12 GMT

Pragma: no-cache

Server: nginx

Set-Cookie: FCSiD=tgfgr44kvjoo04ugvcumjm7sh7; path=/; domain=.id.fc2.com
Set-Cookie: fcu=12147414-8bbea316b3d2de6a41907c3ca3cd20d3-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450864152-4-
d21b632efc6b98454881b95d6aaecffe; path=/; domain=.fc2.com; HttpOnly
Set-Cookie:
Togin_status=1%7C0%7C%7C1450864152%7C0%7C90fbe0a9837b4c7dc478c9cde5a50143;
path=/; domain=.id.fc2.com

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: secure_check_fc2=b13a398a84a56054ae22caebad9f9e7bfaa95al5a;
path=/; domain=.id.fc2.com; secure

vary: Accept-Encoding

Content-Length: 192

Connection: keep-alive

<HTML><HEAD><META http-equiv="Refresh" content="0;
url=http://id.fc2.com/?1ogin=done"></HEAD><BODY onload="try
{self.location.href="http://id.fc2.com/?Togin=done' } catch(e)
{}"></BODY></HTML>
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KT TIYMNS, fe2~a A« T v ALEEED Resopnse &7 U X 912,
META % 7" & JavaScript (2 £ D FCiR O 7 N Fla S AT b,

XKLL, UFA L7 MIRELTWHRN!

WebRequest (£ META % 7' & JavaScript (2 K 2508 ] ~DOXHEIE L TWRN2 DTEA D D,
(FREFEAE ! 1)
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(4) v 4 vH IMQL4 =2— K] (X—V=zar1)
NIXXXXX ] #53icid, fee a7 A HOA—=L « T REARRT—=REANLTLSTZEN,

//4 t
//| _post_fc2_login. mg4 |
//| amenbo |
%| ROFDOFEHKM |
#tproperty copyright “amenbo”

#iproperty |ink "ROFZDFEEK M

#property version  “1.00”

#property strict

//4 t
//| Script program start function

//4 }
// 1. %3 TPOST https://secure. id. fc2. com/index. php?mode=login&switch_language=ja| %%
1T (Request) 9%

//
// ZDI5%E (Response) 222N 774 IILE LTRET S,
// DArvtE—L - RF4—- T74JL T_post_fc2_login. htm]
// QOAYHE—-T7A)L [ post_fc2_login. txt]
// (@1 M5, Set-Cookie SNf=T—42 #iHAEY (=deleted iz + DIXERS).
// I9F—T—R3%T774ILELTRET S,
// @V vFx—-TF74ANL [ cookie_fc2. txt]
//
//
void OnStart ()
{
//
int  res_pos; // To receive the operation execution result
char post[]; // Data array to send POST requests
char result_post[]; // Data array for Response data
string

_ms_body="emai |=XXXXXXXX%40gmai |. com&pass=XXXXXXXXX&image. x=152& image. y=15&done=";

string _cookie_post=NULL, headers_post;
//
string _url_post="https://secure. id. fc2. com/index. php?mode=login&switch_language=ja”;
//-— reset last error
ResetlLastError () ;
//——— load html| page from localhost/_start. html
int timeout=5000; //-—- timeout less than 1000 (1 sec.)
//-— set referer
//string referer="fukutoku. benzaiten. ike”;//Aa— FIX{ERET
//— post T—H ZHFT S
int _size=StringToCharArray (_ms_body, post, 0, NHOLE_ARRAY, CP_UTF8) ;
int _count=ArrayResize (post, _size-1);

//

res_pos=WebRequest ("POST”, _ur|_post, cookie_post, NULL, timeout, post, ArraySize (post), result_p
ost, headers_post) ;

//
e LARVREEREZ T 7AIVIZEEHET S
PrintFormat ("POST RkTh, size =%d bytes.”, ArraySize (result_post));
//
int filehandlel=FileOpen("_post_fc2_login. htm”, FILE_WRITE|FILE_BIN|FILE_UNICODE) ;
//—— check

if (filehandlel!=INVALID_HANDLE)
{
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[/ Avt—T - IRT 41— (result[]) 2774 JLIZEEE%
FileWriteArray(filehandlel, result_post, 0, ArraySize(result_post));
FileClose(filehandlel) ;

}

else Print ("Error in Filel_Open. Error code=", GetLastError());
//-— ~wA&— ( headers) 774 JLIZERER

int filehandle2=FileOpen(”_post_fc2_login. txt”, FILE_WRITE|FILE_TXT|FILE_UNICODE) ;
/)~

if(filehandle2!=INVALID_HANDLE)

{
//-— write response headers to file
FileWriteString (filehandle2, headers_post) ;
FileClose(filehandle2) ;

}

else Print ("Error in File2_Open. Error code=", GetLastError());

//

[ /=== tyavID (VuFx—) ET7AIVIRES o
/] BOT®H. THFRA L - T 74 JLIEUNICODE (2 L THK

//

int filehandle3=FileOpen (" _post _fc2 login. txt”, FILE_READ|FILE_TXT|FILE_UNICODE) ;
/] —E. I7ANEVITTS

int filehandle4=FileOpen(”_cookie_fc2. txt”, FILE_WRITE|FILE_TXT|FILE_UNICODE) ;
FileClose (filehandle4) ;

//
int res,_del;
string str, _cookie, cookie_set;
//
int

filehandleb=FileOpen (“_cookie fc2. txt”, FILE_WRITE|FILE_READ|FILE_TXT|FILE_UNICODE) ;

//
while(IFilelsEnding (filehandle3))
{
str=FileReadString (filehandle3) ;
res=StringFind(str, “Set-Cookie:", 0) ;
//
if(res>=0)
{
//PrintFormat (str) ;//Cookie & T > k
_del=StringFind(str, “=deleted”, 0) ;
//
if(_del<0)
{
_cookie=StringSubstr (str, res+12) ;
_cookie_set=StringSubstr (_cookie, 0, StringFind(_cookie, “;”, 0));
StringAdd (_cookie_set, ”;¥r¥n”) ;
//StringAdd (_cookie_set, ;") ;
FileWriteString (filehandleb, cookie_set);
}
//
}
//
}
//
FileClose (filehandleb) ;
FileClose (filehandle3) ;
//
//
PlaySound ("alert2”) ;

//
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5. WebRequest@G|I 9@E)Tous/A v - a sl 7ok (X—Y32)
SKIRA b
M4 (N=Uar 1)) ORREEEAT,
ARECHEMATL Tm 74 HMQLY =— F) Tlix, MWHICI 2/ L7 bsE5
oD a— &ML TWET,

(1) EROADa—FLT7 74 LVOEE

w7 A M

O | MQL4 =— K (A7 U7 |) _post_fc2_login_ver2.mq4 | MQL4/Scripts
@ | Respose [~» ¥ —f | g7 7 A /v | _post_fc2_login.txt MQL4/Files
@ | Respose [RT ¢ —#) Ik~ 7 A /v | _post_fc2_login.htm MQL4/Files
@ %OL;ZS%;%%J ”fg;%gﬁf = _cookie_fe2.txt MQL4/Files
® | UXA L7 b Response [~ & —¥| | _fc2_login_redirect.txt MQL4/Files
® | VXA 127 b Resopnse [HRT —¥F) | _fc2_login_redirect.htm MQL4/Files
@ @Coz)/l;Zs &@:jgjj Hy%;%@%iﬂixb = _cookie_fc2_redirect.txt MQL4/Files
277 v~

MQL4 =— R (RZ U7 K) _get_fc2_logout.mq4 MQL4/Scripts
© | Respose [~y X —| WEk~7 7 A /v | _get_fc2_logout.txt MQL4/Files
Respose A7 ¢ —#8) g7 7 (/v | _get_fc2_logout.htm MQL4/Files

MEERAICE 2 &, vl T U MRHIV XA LT RO AL E L,
07 A Ly ; GEEMQL4 = — R &5 )

_post_fc2_login_ver2.mq4

________ 1

: Cookies 774V 1 | <

________ Response
W
r—-——————- | < fe2 Yr—r3—
| Cookies 774 2 | R

_______ esponse

n 77y b GEMIZMQLY = — FE 2 M)

Requset

v

_get_fc2_logout.mq4

% [Cookies 774 1] & [Cookies 774V 2] 726
V872 Cookie # 3R L Tu 77 7 ] Request %17,
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(2) v A VBBER (XN—Y302); RXZUZ b [_post_fc2_login_ver2)]
SLLUF, Fiddler (2 X 2 8BIZE R CHERR L £7°,

35 200 HTTP Tunnel to  secure.id. fc2.co... 1]
@36 200 HTTPS secure.i... findex.php?meod... 132 no-store,
§#37 200 HTTP id.fc2.com  fPlogin=done 21,502 no-store,

c 2EECOR A VEIERFEITSNTCWET, GREIMICY XA Lo h S ER)
27971 (#36);
Request;

[Raw]

POST https://secure.id.fc2.com/index.php?mode=1ogin&switch_language=ja
HTTP/1.1

Cache-cControl: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *,utf-8

Accept-Language: en

Host: secure.id.fc2.com

User-Agent: MetaTrader 4 Terminal/4.940 (windows NT 6.3; x64)
Proxy-Connection: Keep-Alive

Content-Length: 70

emai T=XXXXXXX%40gmail.com&pass=XXXXXXXXX&image.x=152&image.y=15&done=

[WebForms]
Headers | TextView |EWebForm5| HexView | Auth | Cookies | Raw | 150N | HML |
Value
login
switch language ia ~
Mame |vake
email e K Eamail,com
pass DR E T
Srrrage= 52
image.y 15
done
[Cookies]

This request did not send any cookie data.

Resopnse;

[Raw]

HTTP/1.1 200 OK

Cache-cControl: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en
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https://secure.id.fc2.com/index.php?mode=login&switch_language=ja

(C) 2011 amenbo the 3rd
Content-Type: text/html; charset=UTF-8
Date: Wed, 23 Dec 2015 13:54:09 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Last-Modified: wed, 23 Dec 2015 13:54:09 GMT
Pragma: no-cache
Server: nginx
Set-Cookie: FCSID=mm5mfsk8httvqos6belOeudmef5; path=/; domain=.id.fc2.com
Set-Cookie: fcu=12147414-a5d1d416b0ef3176e8c3f87da51b529b-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450878849-68-
ca9b6bad8bf7703bf56b9559bcdcl1471; path=/; domain=.fc2.com; Httponly
Set-Cookie:
Togin_status=1%7C0%7C%7C1450878849%7C0%7C16d754c650d0959fe0587a4f6127d06b;
path=/; domain=.id.fc2.com
Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com
Set-Cookie: secure_check_fc2=b13a398a84a56054ae22caebad9f9e7bfaad5alba;
path=/; domain=.id.fc2.com; secure
vary: Accept-Encoding
Content-Length: 192
Connection: keep-alive

<HTML><HEAD><META http-equiv="Refresh" content="0;
url=http://id.fc2.com/?Togin=done"></HEAD><BODY onload="try
{self.location.href="http://id.fc2.com/?Togin=done' } catch(e)
{}"></BODY></HTML>

[WebView]
FoRT—H ML

[Cookies]

Response sent 60 bytes of Cookie data:
Set-Cookie: FCSID=mmb5mfsk8httvqosébeOeu4mef5; path=/; domain=.id.fc2.com

Response sent 169 bytes of Cookie data:

Set-Cookie: fcu=12147414-a5d1d416b0ef3176e8c3f87da51b529b-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450878849-68-
ca9b6ba48bf7703bf56b9559bcdc1471; path=/; domain=.fc2.com; HttpOnly

Response sent 101 bytes of Cookie data:

Set-Cookie:
login_status=1%7C0%7C%7C1450878849%7C0%7C16d754c650d0959fe0587a4f6127d06b; path=/;
domain=.id.fc2.com

Response sent 80 bytes of Cookie data:

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com
Response sent 93 bytes of Cookie data:

Set-Cookie: secure_check_fc2=b13a398a84a56054ae22caeba9f9e7bfaa95al5a; path=/;
domain=.id.fc2.com; secure
This response did not contain a P3P Header.

Validate P3P Policies at: http://www.w3.0org/P3P/validator.html
Learn more at: http://fiddler2.com/r/?p3pinfo
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AT7972 (#37);
Request;

[Raw]

GET http://id.fc2.com/?1ogin=done HTTP/1.1

Cache-cControl: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *,utf-8

Accept-Language: en

Cookie: FCSID=mm5mfsk8httvqosbbeleudmef5;fcu=12147414-
a5d1d416b0ef3176e8c3f87da51b529b-cb1327a7165d32b3e783acfd3193aabd-99e84c02-
1450878849-68-
ca9b6bad8bt7703bf56b9559bcdc1471;Togin_status=1%7C0%7C%7C1450878849%7C0%7C16
d754c650d0959fe0587a4f6127d06b;

Host: id.fc2.com

User-Agent: MetaTrader 4 Terminal/4.940 (windows NT 6.3; x64)

Connection: Keep-Alive

[WebForms]
Headers | TextView | f\iebFormsi | HexView | Auth Cookies | Raw JSON XML
QueryString
Name Value

[Cookies]

Request sent 242 bytes of Cookie data:

FCSID=mm5mfsk8httvqosbbeOeudmef5;fcu=12147414-a5d1d416b0ef3176e8c3f87da51b529b-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450878849-68-
ca9b6ba48bf7703bf56b9559bcdc1471;login_status=1%7C0%7C%7C1450878849%7C0%7C16d754c65
0d0959fe0587a4f6127d06b;

Resopnse;

[Raw]

HTTP/1.1 200 OK

Cache-cControl: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en

Content-Type: text/html; charset=UTF-8

Date: Wed, 23 Dec 2015 13:54:11 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: wed, 23 Dec 2015 13:54:11 GMT

Pragma: no-cache

Server: nginx

Set-Cookie: fgcv=1%3Bjz1TKIX44PJaFMINN%2BjTo6qVv%2B1Rh85AhQAMTMOXboZzCDBk3p;
Max-Age=31536000; path=/; domain=.fc2.com; HttpoOnly

vary: Accept-Encoding

Connection: keep-alive

Content-Length: 21452

<!DOCTYPE html PUBLIC "-//w3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtm11/DTD/xhtml11-Transitional.dtd">
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http://www.w3.org/TR/xhtml1/DTD/xhtml1-Transitional.dtd
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<html xmIns="http://www.w3.0rg/1999/xhtml" xml:lang="ja" lang="ja">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>FC2ID - BEREFHAT—EX—E</title>

....... u‘F\fé‘lﬂ%........
[WebView]
Get SyntaxView Transformer Headers TextView ImageView Hex\View
Auth Caching Cookies Raw 150N ¥ML
Document is: 21,452 bytes.
FC2D it — 4y A
|Language [} 5 ¥ < BEEECANETT !
:
amenbo.k
miearls
FiZ2ID
ARz C AL
[FCOREFIAT 2 — 1738 FCLEESIIRIRT. BT a.8
D <L DB RN RELTHVET, |
B ACFAREC FexmaseRnc L FEm R E T RS
SLaE A
IRICEERD R, OB (DI TP S5HRR L TEUE T,
¥ COBMSHIETOEESEFTLTSVET FLAUdE00A 2 T4 54—
=i L =]

[Cookies]
Response sent 114 bytes of Cookie data:

Set-Cookie: fgcv=1%3BjzITKIX44PJaFMINN%2BjTo6qv%2BIRh85AhQAMTMOXboZCDBk3p;
Max-Age=31536000; path=/; domain=.fc2.com; HttpOnly
This response did not contain a P3P Header.

Validate P3P Policies at: http://www.w3.0org/P3P/validator.html
Learn more at: http://fiddler2.com/r/?p3pinfo
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(3) vl 7 EITHRE,;, XZUFb [_get_fc2_logout]
SLLUF, Fiddler (2 X 2 8BIZE R CHERR L £7°,

[T A R _ P
= 35 nnel to  =ecure.id.fc?.co
=] 32 <UL 2l 10 Secure,.d.mc.s, Co. ..

secure.i... Jfindex.php?meod... 132 no-store,

=p 30 200 HTTPS

£¥37 200 HTIP id.fc2.com  f?login=daone 21,502 no-store,
= 33 200 HTTP Tunnel to  nexus.officeapp. .. 0

[%] 39 302 HTTP id.fc2.com flogout.php 0 no-store,
£¥4a0 200  HTTP fc2.com  fenflogout.php 11,964

Mor7wh (£39) 2ETTHL. UAALY R (#40) BRAELR,

27971 (#39);
Request;

[Raw]

GET http://id.fc2.com/logout.php HTTP/1.1

Cache-cControl: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *,utf-8

Accept-Language: en

Cookie: FCSID=mm5mfsk8httvqosbbeleudmef5;fcu=12147414-
a5d1d416b0ef3176e8c3f87da51b529b-cbh1327a7165d32b3e783acfd3193aabd-99e84c02-
1450878849-68-
ca9b6bad8bt7703bf56b9559bcdc1471;Togin_status=1%7C0%7C%7C1450878849%7C0%7C16
d754c650d0959fe0587a4t6127d06b;

Host: id.fc2.com

Referer: http://id.fc2.com/?Togin=done

User-Agent: MetaTrader 4 Terminal/4.940 (windows NT 6.3; x64)

Connection: Keep-Alive

[WebForms]
FoRT — X T

[Cookies]
Request sent 242 bytes of Cookie data:

FCSID=mm5mfsk8httvqosbbeOeudmef5;fcu=12147414-a5d1d416b0ef3176e8c3f87da51b529b-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450878849-68-
ca9b6ba48bf7703bf56b9559bcdc1471;login_status=1%7C0%7C%7C1450878849%7C0%7C16d754c65
0d0959fe0587a4f6127d06b;
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Response;

[Raw]

HTTP/1.1 302 Found

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

content-Language: en

Content-Type: text/html; charset=UTF-8

Date: Wed, 23 Dec 2015 14:04:55 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: wed, 23 Dec 2015 14:04:55 GMT

Location: http://fc2.com/en/logout.php

Pragma: no-cache

Server: nginx

Set-Cookie: fcu=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: fcu=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Set-Cookie: login_status=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT;
path=/; domain=.id.fc2.com

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

vary: Accept-Encoding

Content-Length: 0

Connection: keep-alive

[WebView]
FoRT — X T

[Cookies]

Response sent 75 bytes of Cookie data:
Set-Cookie: fcu=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Response sent 80 bytes of Cookie data:
Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Response sent 75 bytes of Cookie data:
Set-Cookie: fcu=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com

Response sent 87 bytes of Cookie data:

Set-Cookie: login_status=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.id.fc2.com
Response sent 80 bytes of Cookie data:

Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/;
domain=.fc2.com
This response did not contain a P3P Header.

Validate P3P Policies at: http://www.w3.0org/P3P/validator.html
Learn more at: http://fiddler2.com/r/?p3pinfo
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2772 (#40); VEAL L7 MER

Request;

[Raw]

GET http://fc2.com/en/logout.php HTTP/1.1

Cache-cControl: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *,utf-8

Accept-Language: en

Cookie: FCSID=mm5mfsk8httvqosbbeleudmef5;fcu=12147414-
a5d1d416b0ef3176e8c3f87da51b529b-cb1327a7165d32b3e783acfd3193aabd-99e84c02-
1450878849-68-
ca9b6bad8bt7703bf56b9559bcdc1471;Togin_status=1%7C0%7C%7C1450878849%7C0%7C16
d754c650d0959fe0587a4tf6127d06b;

Referer: http://id.fc2.com/?Togin=done

User-Agent: MetaTrader 4 Terminal/4.940 (windows NT 6.3; x64)

Connection: Keep-Alive

Host: fc2.com

[WebForms]
FoRT —HITEL

[Cookies]
Request sent 242 bytes of Cookie data:

FCSID=mm5mfsk8httvqosbbeOeudmef5;fcu=12147414-a5d1d416b0ef3176e8c3f87da51b529b-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450878849-68-
ca9b6ba48bf7703bf56b9559bcdc1471;login_status=1%7C0%7C%7C1450878849%7C0%7C16d754c65
0d0959fe0587a4f6127d06b;

Response;

[Raw]

HTTP/1.1 200 OK

Content-Type: text/html

Date: Wed, 23 Dec 2015 14:03:23 GMT

Server: nginx

Set-Cookie: Tanguage=en; expires=Thu, 24-Dec-2015 14:03:23 GMT; path=/;
domain=fc2.com

Set-Cookie: Tanguage=en; expires=Thu, 24-Dec-2015 14:03:23 GMT; path=/;
domain=fc2.com

vary: Accept-Encoding

Connection: keep-alive

Content-Length: 11944

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtm11/DTD/xhtml1-Transitional.dtd">

<html xmIns="http://www.w3.0rg/1999/xhtml" xml:lang="en" Tang="en">
<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<meta http-equiv="Refresh" content="120;url=http://fc2.com/en/">

°°°°°°°°EL—F\‘/§|H§'"""""'
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http://id.fc2.com/?login=done
http://www.w3.org/TR/xhtml1/DTD/xhtml1-Transitional.dtd
http://www.w3.org/1999/xhtml
http://fc2.com/en/

(C) 2011 amenbo the 3rd

[WebView]
Get SyntaxView Transformer Headers TextView ImageView HexView
Auth Caching Cookies Raw JSOMN ¥ML
Document is: 11,944 bytes.
ILanguage b )
FC2 total Web Solutions
Logged out. To login again, enter the login
information and click on the [login] button.
* E-mail Address:
) — BT Y MEILET &,
+ Password: ~ L
- REERATE !
= =
. [] Keep me logged in.
[Cookies]

Response sent 74 bytes of Cookie data:

Set-Cookie: language=en; expires=Thu, 24-Dec-2015 14:03:23 GMT; path=/;

domain=fc2.com

Response sent 74 bytes of Cookie data:

Set-Cookie: language=en; expires=Thu, 24-Dec-2015 14:03:23 GMT; path=/;

domain=fc2.com
This response did not contain a P3P Header.

Validate P3P Policies at: http://www.w3.org/P3P/validator.html
Learn more at: http://fiddler2.com/r/?p3pinfo

n A UiE. D ELIToET 'EEEH®] CAhELE,
—F., By a iR L Ta 7 U b LR DO T,
ik, EERRNIZOTLENE L,
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(4) REZ ANV - T—%
<vJA URTAER>
ATv71
_post_fc2_login.txt
HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: keep-alive
Date: Wed, 23 Dec 2015 13:54:09 GMT
Pragma: no-cache
Content-Length: 192
Content-Type: text/html; charset=UTF-8
Content-Language: en
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Last-Modified: Wed, 23 Dec 2015 13:54:09 GMT
Server: nginx
Set-Cookie: FCSID=mmbmfsk8httvqos6beOeudmef5; path=/; domain=.id.fc2.com
Set-Cookie: fcu=12147414-a5d1d416b0ef3176e8¢3f87da51b529b-
cb1327a7165d32b3e783acfd3193aabd-99e84c02-1450878849-68-
ca9b6ba48bf7703bf56b9559bcdc1471; path=/; domain=.fc2.com; HttpOnly
Set-Cookie:
login_status=1%7C0%7C%7C1450878849%7C0%7C16d754c650d0959fe0587a4f6127d06b; path=/;
domain=.id.fc2.com
Set-Cookie: glgd_val=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/; domain=.fc2.com
Set-Cookie: secure_check_fc2=b13a398a84a56054ae22caeba9f9e7bfaa95al5a; path=/;
domain=.id.fc2.com; secure
Vary: Accept-Encoding

_cookie fc2.txt

FCSID=mmb5mfsk8httvqos6beOeudmef5;
fcu=12147414-a5d1d416b0ef3176e8¢3f87da51b529b-cb1327a7165d32b3e783acfd3193aabd-
99e84¢02-1450878849-68-ca9b6ba48bf7703bf56b9559bcdc1471;
login_status=1%7C0%7C%7C1450878849%7C0%7C16d754c650d0959fe0587a4f6127d06b;
secure_check fc2=b13a398a84a56054ae22caeba9f9e7bfaa95al15a;

_post_fc2_login.htm
KIDT 7 ANEL TV 7w T5E TITUVFNRNLEDLDOTTN,
g2, fe2 dDua /A VEEZT 78 A LET

http://fc2.com/login.php
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AT T2,

_fc2_login_redirect.txt

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: keep-alive

Date: Wed, 23 Dec 2015 13:54:11 GMT

Pragma: no-cache

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Content-Language: en

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Last-Modified: Wed, 23 Dec 2015 13:54:11 GMT

Server: nginx

Set-Cookie: fgev=1%3BjzITKJX44PJaFMINN%2BjTo6qv%2BIRh85AhQAMTMO0XboZCDBk3p;

Max-Age=31536000; path=/; domain=.fc2.com; HttpOnly
Vary: Accept-Encoding

_cookie fc2 redirect.txt
fgev=1%3BjzITKJX44PJaFMINN%2BjTo6qv%2BIRh85AhQAMTMO0XboZCDBk3p;

_fe2_login_redirect.htm

KIDT7ANEE TN 7 )y TDHE TITUYNRYL LY FRnFrRShET
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v s 7y MREIZER ;

_get_fc2_logout.txt

HTTP/1.1 200 OK

Connection: keep-alive

Date: Wed, 23 Dec 2015 14:03:23 GMT

Transfer-Encoding: chunked

Content-Type: text/html

Server: nginx

Set-Cookie: language=en; expires=Thu, 24-Dec-2015 14:03:23 GMT; path=/; domain=fc2.com
Set-Cookie: language=en; expires=Thu, 24-Dec-2015 14:03:23 GMT; path=/; domain=fc2.com
Vary: Accept-Encoding

_get_fc2_logout.htm
KIDT 7 ANEL TV 7 ) w7 T5E TI7UVNRNLEY FTRNFRINET

file:/f{C:/Users/kenken/AppData /Roaming/MetaQuotes,/Terminal /AS3F069BD0ES 2A7E4D69BFDBELAS [ &
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Logged out. To login again, enter the login information and click on the [login] button.
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(C) 2011 amenbo the 3rd
(5) v/ A4 a7y IMQLY 2—F] (N—T g 2)
<mnZArvHA>
KERRICHATIHZEIT, LT [XXXXXX] #BIC fe2 28 L7 A= T KL &
[(SAT— K] ZFE#E LT 7EE0,

string _ms_body="emai |=XXXXXX%40gmai | . com&pass=XXXXXXXXX&image. x=1528& image. y=15&done=";

//A ,
//| _post_fc2_login_ver2. mg4 |
//| amenbo |
%| ROFDOFEHKM |

#tproperty copyright “amenbo”

#iproperty |ink "ROFDOFERM
#tproperty version “1.00”

#property strict

//4 .
//| Script program start function
//4
// %9 TPOST https://secure. id. fc2. com/index. php?mode= Iogln&SW|tch language=ja] &%
1T (Request) )
//
// ZD% (Response) 222N T77AILELTRET S,
// DA vtE—L - RF4—- T74JL T_post_fc2_login. htm]
// QOAYHE—-T7A)L [ post_fc2_login. txtl
// (@1 M5, Set-Cookie SNf=T—42 #HAEY (=deleted iz + DIXERS).
// JYF—F—RET74ILE LTRET S,
// @V vFx—-T74ANL [ cookie_fc2. txt]
//
/[l 2. UFA LY FERHEIMICEZT =01,
// (@ MhoEAEm-T-tbmM S secure_check_fc2l LA94® Cookie #{#F > T.
// [GET http://id. fc2.com/?login=done] Z$4T (Request) ¥ 5,
//
// %@ﬁx(%wmw)%20@774»