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(3) [_post_login.mq4] FEF7#E R
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1. WebRequest O IZHHNA—T g U3 BINENS ?
< /INEDPC ETIE, MT4 83— 3 7 w7 (MT4 Build ; 745—765, MetaEditor ; 996—1035) (T
££> T MQL4 Reference 23 B X 41, WebRequestO /N — a2 U REEH I N TV DD TT 03,
RIZH I N— 32 D WebRequest) D =2 234 LT HSEEH A
- WebRequestO DELRN— 5 4 2240 MQL4 Reference IZE N =H &, LIEH < DRI
IALNANBEY FHEATLI,

(1) MQL4 Reference NENEE I/ ! (GBMEhiz)
s FTIZEANF DIXL Build745 M HH o7z T5153 9 ) oBIETnZ T, 15158 7 18
® WebRequestO2BMME N TWET, (BT 2 N N—Va v Eid#iEhTnET)
o e =

a4 B o+« = @&

&5 o
#2x  mM B3 w0 Aon @B A7)
MOL4 Reference / Common Functions / WebRequest

BR(E) F-7-FN) | me)| 8%

F-T-FRABLTUSENW): WebRequest

The function sends an HTTP request to a specified server. The function has two versions:
1. Sending simple requests of type “key=value™ using the header Content-Type: application/x-www-form-urlencoded.

int WebRequest(

WindowBarsPerChart
VindowExper tHame
WindowFind
WindowFirstiisibleBar
[ WindowHandie
Windowlsiisible
| WindowOnDropped
VindowPric eax
WindowPriceMin
WindowPriceOnDropped
[ WindowRedraw
[ WindowSereenshat
WindawsTotal
WindowTimeOnbDropped
[ WindowOnbropged url
[ WindowYOnbropped [in] URL.
 Vingding: headers
o e ] Recuest headers ftype ey vabe',separate by  ine bk A
Yellaw
VellawGreen
ZeroMemory v referer

[in] Value of the Referer header of the HTTP request -]

2. Sending a request of any type specifying the custom set of headers for a more flexible interaction with various Web services.

HebReguest(
ng

HTTP methad.

| 27— W3y 1 o7 M)

=i a8 A7)

. The webRequest() function is asynchronous, which means its breaks the program execution and waits for the response from the requested

B 7K )| s server. Since the delays in receiving a response can be large, the function is not available for calls from the indicators, because indicators run
in a common thread shared by all indicators and charts on one symbol. Indicator performance delay an one of the charts of a symbol may stop

F-T-FEAALTURIW): updating of all charts of the same symbol.
e The function can be called anly from Expert Advisors and scripts, as they run in their own execution threads. If you try to call the function
from an indicator, GetLastError(] will return error 4014 ? “Function is not allowed".

) cannot be executed in the Strategy Tester

g B ¢ =

¥EF T = i

void An example of using the first version of the WebRequest () function:
wveid OnStare()

1
stzing cookie=NULL, hesders;
char posti),result(]:

WindowBarsPerChart .
[WindowExper tHame: Tes-HebRequeat (“GET", google_url, cookie, NULL, Simeout , post, 0, Tesul
Windowfind . ang

| WindowFirst¥isibleBar
WindowHandie

| WindowilsVisible

[ WindawOnDropped

Tas

[ Vindowpricenax Pl
VindowPric emtin
WindowPriceOnDropped
Vindowhedraw
VindowSereenshat
VindowsTotsl
VindowTimeOnDropped
VindowOnDrapped
VindowYOnDrapped
Wingding=
[WRONG_VALUE

Veor

Velaw

VellanGreen
FeroMemory ~ el Print("Erzor in FileOpen. Erser codes”,GeslestErzer()):

| Eizxrza—n (=¥ 3y 2 07 M)
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An example of using the secand version of the WebRequest() function:
F=7-FEABLTERR(W):

wetRequest

rtual

id

Volume:
VOLUME_FEAL
voLumE_Tiok
(WEDHESDAY
[Wheat

hie

it

WihiteSmoke

=50)

KE2N=VaroFr T a—F (R7 VTN 2809 & LD TTNR,
P72 5 IMT4;Build765, MetaEditor;1035] OBLR TlXa /A LV HKREHATLZ,
(/3= =3 1 b MQL4 Reference (T8 L TD 2 /A VHIR D £ TR ZEDNH D £ LT0)

Build765 ;
N— g v 5144 =TT
1 WebRequest() | 91 OK
2 WebRequest() | 71l | NG (GR7Z4 %)

(2) 292903 —T g VDBEVIATH?
- WebRequest() T POST #§GEZFIFH LT, T —H 25 L LD 95 L X,
N—T g1 & 2TlE, Bffae7eT —#FE MIME %A 7)) LEEXNELRD £9,

) ) POST (%18) WlfE/eT —# . o
N—a v | 5l - - T — & EEEN
T—H LA () MIME % A = (f31)
1 Offl | TF A FDH L txt text/plain %1
2 7| 77 A, 7¥AM | . Jjpg. .txt | image/jpeg. text/plain %2

1, 7F% AN - 7F—#F lid=data] OFEXNTEMNEIND, BT LT —Z B3 EES L 5E51T
&) TSN T lidl=datal&id2=data2] OB TEMN NS,
Fo, BT —FITFROEIC [IRL = a— R (FHIE) | Shb,
ML SHEOREE T . - ) ZFOEEFEH I,
« AN—ZE T+ ITEB S,
< BREDMAA O ST Thxxy o 16 R RICER SRS
2 ;= FR_X—heF—=%| LLT IFxAN, Hifg, V—K77AML, HFERE &
EETLHZENREE B ET, (At KiEd)
Flo, [=2F%A L F—%] Z JSNERXTHEETHZ L bR L 5> TT,
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[(MIME) <= /LF 38—k« F—X | &L,
LA T, —EOEF A —EERO BRI ZFEOT — X BN 55X bihE o7,
(A =2 ASCIIL CFDIAN DT — 2 Z4&iNT B 70D TMIME| Bk O yraRi4R)
W77 A0 E LCHBEESTEDTH0IEDILD,
ek, A= I~y FERILE WD 2 DO LR TR o1y, v /v F /83— MEERIZE D,
[XE)Y 5] HRIER OB OIS — MICHEITHZ ERAEEL 72D |
1ODA—/VIZARIL, g, V—7nFE BEFREZELEOTEZETLIZ LRk O
oty (—ODONR—= FEEHO~ LT A= MISET S TANF) #EdE b ThE)
GEMT R > b EOBED, ATV —X (2D 1) 28] 25K)

(3) BIEDOEWRIXMH 2

MQL4 Reference WRZHH 5 ;

WebRequest) D 5|4k JE SR verjlon verglon i E
const string method HTTP method O O @
const string url URL O O @
const string cookie cookie O — ©)
const string referer referer O — @
const string headers headers — O ®
int timeout timeout O O ®
const char &datal] the array of the HITP message body O O @
int data_size datal] array size in bytes O —
char &result[] an array containing server response data O O ©)
string &result_headers | headers of server response O O
fifint s ARV —X (2D 1) LEET LM LHY T2, D TR L E T

O~® ; 77 v H=X WebRequest02> 551735 [#R (Request) | WA ZFCIRT 55 T3

©ON ; =N~ HIREIND [H%E (Response) ] WEDMER SN DHHE T,
5l N

@ | method GET, POST 72 LD A Y v FHRE (o> HEAD 7 &I XEIEAMERR

@ | url TR AERET D

@ | cookie v VREGEREIZIZ, = DR TE N7 v T — O EICEH

@ | referer BAR—2A~AD, T 78 ATR—20 url

® | headers Y7 A e~y —%fETD

® | timeout A B —Fy MERETOEA LT T biEE (R VBh > FTitd)

@ | &data[] Avl— « BT 44— (POST § 55 —4 —%itih)

data_size Eie Tedatall) OF—% - A4 X

© | &result[] 2 (Response) DART 4 —

&result_headers | I D~ F 4y
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BESR & IRE DB

R

Avt—y
[Z5R (Request) | ‘{/// Z

POST http://keil/_main_05. php HTTP/1.1

Cache-Control: no-cache

Connection: Keep—Alive

Pragma: no—cache

Content-Type: application/x—www—form-ur | encoded

Accept: image/gif, image/x—xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *, utf-8

Accept-Language: en

Cookie: PHPSESSID=f5rarnbl4kk32g4t5feotipend

Host: keil

Referer: http://localhost/_menu_05. php

User-Agent: MetaTrader 4 Terminal/4.765 (Windows NT 6.2; x86)
Connection: Keep—Alive

Content-Length: 111

<ZET>

site_05=tamama&contents=gunnsou_san%0D%0Atamama_desu’%0D%0A%0D%0A
himasu&bt_05=Toukou_suru

yoroshiku%0D%0Aonegai_s

AvE—U - RT 4

A= e N X
(W% (Response) | /

HTTP/1.1 200 OK

Date: Tue, 07 Apr 2015 15:34:39 GMT

Server: Apache/2.4.10 (Win32) OpenSSL/1.0.1i PHP/5.5.15
X-Powered-By: PHP/5.5.15

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Control: no-store, no—-cache, must-revalidate, post—check=0
Pragma: no—cache

Content-Length: 658

Keep—Alive: timeout=5, max=98

Connection: Keep—Alive

Content-Type: text/html

, pre—check=0

<ZE{T>

<htm!>

<head>

<meta http—equiv="Content-Type” content="charset=utf-8~>
<title>SITES TEST</title>

<{/head>

<body>

<p> <R ></p>

<{form method="POST” action="/_main_05. php”>

<p>

HAHI : <input type="text” name="site_05"><br><br>
</p>

<p>

ZER : <br>

{textarea name="contents” rows="8" cols="40"></textarea><br><br>
</p>

<{input type="submit” name="bt_05" value="Toukou_suru”>
</form>

ul>

<li><a href="_logout_05.php” > 45 7™ r{/a></Ii>

<Jul>

</body>

</htm!>

m(// Ay— « RTF 4
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2. EBEEORE L BN
ARFETIE WebRequest O BB D% B 2 B L. FIFIT % L CRARIRLEE & Wbh % HIEE
fRIZBELWLET, (&, S22, MEEBEPBEOILE RO TEFOE L)

(C) 2011 amenbo the 3rd

(1) HITP kv v a V2BfETE (ZLTeyvary N V%7 Lid)
c AEHTTP OT 78 AT 121 DN LTWT, ZOFFETIHEROT 7 &AM
fATORREL H Y A,
LR L, PIZITESANLLSFIATD el f ) AT LA A—DT DL
HIDZOTEN, KT 78R (RX=2) MEZBEEMNT LIEWEERHY £7,
ZOXIRIFZ By vary] #2nET, v /A rfoa—F—nNT 782325
Z_R— U % BEA T T DIZY— R—lITHRAT - T2 [HEokryar 1D %
FNEDLT LT, 2=V —=RNT7EALTND I EE2EIET DI TY,
2y arID) &, ==L T7 7 0% (=—%—) MTZELT DHHIEIIE
[Cookies (7 v —) ] ICXkD kL, TURLARTA—=X | IZXBHED 2@ N
B EFAN, BEEIL [Cookies (7 vF—) | IZXDFHENLERRDOT, ZHLHLEMHENET,

[ty a AEAER]

7594
(A—H—A)

77909
(a—4¥—-A)

@
QTSNS Y—/IR—AT IR

N
| A
Vi
I
I
I
]

{9y — (v avID=tamama) [ZZZ7ZE]
Q@Y —nN—lFtyiavIDEREEL
I9Fx—%iET,
ITS9HFEZDIvF—4RET S,

.

@r—F—ABERLCY—/—IZ
TOERTHEEF RELTLS
DX —EEET S

ez 9y — (v avID=tamama) [ZZZZZ)!
ez ;

A RIS T T, A Z

X1—Y—AQBEHT—AIE. F—N\—I2RHET 5.
TSOH(ZIK, 7‘)#—‘§j‘2‘y’/3>ID0)H§E§H?’6O

OUvF—EZWMYk. EyiaviDMs

H—/\—
oy avID (UyF—IRE)EHTLT
A—HY—DT—2EEEMNTS

’ twi32ID=tamama H aA—H—A

[7OER1]1DGETHAHIEFHIAILT
BEA 21— —DT—2ZBRYET,

’ vyl 3rID=tamama H a—H—A

ca2—%—B (v g ID=tamama ZE 572\ (X [T 7 ERX2] T ZENHREEA

[Eyvay APy 7]
kv va ATy v s Ll MENOFETHAD T2y ra 1D 280 LT,
tyvarERERolM-TCLEY ZETT,
NA Ty 7 LTtgid, A Lye 7 A VRV T oX—2 (F#) 2Bl

oL ZE&TT,
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(2) Fiddler (WA AV v HE) OFIR
«Fiddler TiZ/X—2 3 2 kv, Thttp://localhost] 77 A& v 7FF v —HkAL N &N
HY F9, (EIZ WebRequest) TH 7T 7 = AHFICHEH L72)
FERRSRIZLA T o T30 | ofifiumTd,
ML Fiddler OARY A PO TFFRT RLAZSIITEE W,

http://docs. telerik. com/fiddler/ObserveTraffic/Troubleshooting/NoTrafficToLocalhost#isol
ution—3—updated-rules—file

@ Thttp://localhost] ODRDVIMHEHT 53V 2D Thttp://~> 4] ZET S
® TIhttp://localhost] DbV Iz, ATz FH+ 5
http://ipv4. fiddler
http://ipv6. fiddler
http://localhost. fiddler
@N—NT 7 A NEEHEZD - NVETFER AT L T EEAL BEL TOEEA)
s/IEIL, WebRequestO0 T 7 7 & AWf21E Thttp://~ &) #HRALE L,
YU EIE TROMILAOEETHRRTE £,
JETL
TAZ by 7T ko TPC) — A7V vy7] — [T —] TERREIND
TRLOIGHR D BREAI D,

T8 IYO-IL SSRIL » SAFAEEFIUTC » DATA v & | 3vH-. P
o~
S LT E1-5-OEFNRBROTR
B FRALIF—T0— Windows DIF+332
& UVE-MDERE windows 8.1

B ATLORE © 2013 Microsoft Corporation. All rights -- W. d 8
& SAFLOERETE reserved. .. I n OWS

Windows OFLVIT 33 THEETETT

SATL
TOtwh: Intel(R) Core(TM) i7-4702MQ CPU @ 2.20GHz 2.20 GHz
EHAEY (RAM): 8.00 GB
AT LOES: 64 Eyb ARL—T420 22T k. x64 A—2 TOtwH 0’—)
RkhyF: 10 HyF FA Y HTH Windows SuFOTIHF— FU][TSU
gi-HE®R
ToE1—5-E, P vBIUT-00 - TORE
— j)ft:l\—?—f. : keil BEEOVEE
e Tl IvEa-45-%: keil
it TP a4 05R:
Windows Update T4~ WORKGROUP

FHik2
av RN a7 ET, Thostname| & ¥ HiATed
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http://docs.telerik.com/fiddler/ObserveTraffic/Troubleshooting/NoTrafficToLocalhost#solution-3-updated-rules-file
http://docs.telerik.com/fiddler/ObserveTraffic/Troubleshooting/NoTrafficToLocalhost#solution-3-updated-rules-file
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http://localhost.fiddler/
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il

Microsoft Windows [Version 6.3.9600]
(c) 2013 Microsoft Corporation

. Al rights reserved.

lkenkenrhost name

(3) HITP & HTTPS D&V

AT, WebRequestQ)Zf# 5 b CHRARM B2 S D B2 iR X FE 9,
2B, AKFED localhost Tl THTTP] 77 B ADIHEFEITL TCWET,

&
T30 H—/\—
St
SSL/TLS
<—| https:// » R—h443F
13— yk
4—| http:// » R—80F

HTTP 72 h =b (http://...) Tik, EEEIZH——& TCP/IP BIEEITWVWET., —F
HTTPS 7'v k =2b (https://...) Tk, V=777 0% L, BEMEZTWD
SSL (Secure Sockets Layer) F¥FEA I L CTH— X—& TCP/IP BfE 21T\ £ 77,

o P— X—1H1%. HTTP |X TCP MR — F&FK5 80 F %A . HITPS TlL TCP DA — MK 5 443 F
ZEID BT TS LET,

SSLIEf DAL

H—/\—

« HTTPS @15 CTl. SSL #&mihertelcT — % (Ko {bifdr) DOEZNEE Y £97,

(HTTP #@151%, SSL#EEm A TIcZtDFE T —% (FE{LEL) OEZNHBEY £1)
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(4) URL>=a—F
BlziE, Te 7 A vl © [2—3#—ID) & AU — K] OF—% (72 MokfE) %
7T UHNLY— =2 (POST) T505655 27,
i@ NITER S D B LD TR, RERWRGEL LTUILUTO 2900 £77,
I. URL—>=a—F
II. JSON Bz

[URL = =2— K]
KigOBITIE, Te A i) & i <, POST 2 DIV %7,
v s A YEERDORES ;
- Fiddler ® POST 3 v 7'F v — [ (=
luserid=keroro&password=keroro&login=Login |
LRSI TV DIONRFH LET,
[k k=7 —H&++=T—4&XX=7—%] &, POSTT257—4M0 [& T
‘RN TWEET,
ML, TREF T VT 7 Xy b D1, b - T—ZXZDOEEHAIND
DTTN, 2734 T —FRFCFIE URL = a— RS2 b ORfEbiLET,

B, FEa— R UTF-8 054
T a— Rpj= [T AR
URL = 22— R = [%e3%82%a2%e3%83%a 1%e3%83%b3%e3%83%9¢ |

EE, M 72530 F8A !
TN, _post_main.mqd TERANRIZT VT 7 X N &> 8H TT,
AT S LE LT,

[JSON =]
Bl z1EX, URL =>a— KX 5
name=7 A . 7K &adress=123
L. 1&) TRIFTRBLINDGT—Z 72 bI,
JSON BTk, UL TFToRRIT2 Y £,
{
"name”:”" 7 A LR,
“adress” 1123
}
X7 L, EBEOBMIERRILIL THRWOT T2 h « T—% ] BREDRRIC
PRSI D OPFERR L COER A
¥N— g 2 D WebRequestOBSEe (51447 | TIEZ D JSON EXBMEZ 5 Db
LIWVERAD, R T,
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3. WebRequestOfEHTFH DBRLLY—/N— « X7 VT R E ML X7 YT b

- WebRequestO DA% (EhE) ZBfiEd 221X, WENESTEEMTHEMILSh, B>
HHEIZEL LA LTAHD Z ENATREREREE (Bl —1—) BREEZ X E L,
WERD, X—Fy FEeTHP— =T 7 ALTH, HTEOREEINH G20 T,
FEROMENT A FICAZ EH A,

- ZZ T, HHOPCWIZ IXAMPP) 12X 2 m—H/b « —"—%FE L, [PHP] T
fifHiZy Ta /A v VAT AEREELE L,

(1) a—H)n « J—"—DfAE
(8]
a7 A4y (ID, NAU—KUH) 7oL, T A=a—EERE RSN, [HfREE~] %
BIRT DL, THFAL - Avb =BT 52 ENHRET,
T A T HTERS WERY [FREEE] FAT 7 A LEIELTH,
AIET 72 A L R E N TRREMEIZIEZ E 0 E T £ A,

[T 27 2R

RETIER _no_50.php
ERo#EYIRL

ER7 IR

_ YEALYk
_login_50.php » _menu_50.php _main_50.php _logout_50.php

» _sub_50.php
cookie=PHPSESSID session regenerate - » Hcookie=PHPSESSID
tyian R tyiar2 |

(2) By varyID (Zyx—) ONFAEYF
@O T_login_50.php] TEHD D, NRAU—K] TulA 35L&, By a rZREHRIC
[_menu_05.php] ~ VXA L7 F (R HETY 7)) LET,
(@HEIZ=aT ey vary] ZHBFEITTL2OTTR, ARTITHEICLY LEEA)

@ _menu_05.php] Tix Ity ar)] 2T (VY=xLb—F) ZLTVET,
ZORITLEE EyarID (7 vy¥—)) #% Tf [_main_05.php. _sub_05.php.
_logout_05.php] (Z&kAx ENRX R EZoFLTNE, —DODOEyaryt L TEEDET,

X EED [y aID (Zyx—)] LR WT 7R E, RIET 7B A SHBIRL £,
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-~

] #&a E5HE EE HAZ
| _login_o5.php 2015/04/06 20:23  PHP JrAIL 2 KB
| _logout_05.php 2015/04/07 21:34  PHP JpAIL 1 KB
|| _main_05.php 2015/04/05 17:50  PHP JpIL 3 KB
|| _menu_05.php 2015/04/06 22:11  PHP JpIL 1 KB
L] _no_os.php 2015/04/05 18:21  PHP JpIL 1 KB
|| _sub_05.php 2015/04/05 18:08  PHP JrAIL 1 KB

PHP 27 V7 RMiZ, Ty a il & Ty va 8L IREAELE L,
T A NE—=ZUMIELFE—LICLTHHOT, THELIEEY, GEFX 1FE 9= 25MK)

Tova VRO EKRLE—

= T8l — —H ;PP 227 V7 s 05[ vz ity b
tyvra U ELUROKRLE —

= 8l — _"—H ;PP 227 U7k 05[ v a v BLIRE Y

F72, HTTP 77 v A2 FITTHH AL TREO [keil| 0%, Sta BNEBRICRKRTPCO
TV UAICEZIELTLEIY, GEEORE TR, b LT 5L llocalhost] TEIK D)
string local_url="http://keil/_main_05.php";

(4) MQL4 7Y 7 MEE
[_post_login.mq4. _post_main.mq4. _post_logput.mq4] ® 3> (A7 U7 k) %&
Ml L E LT,
iy "= a1 ; 9HDF1% @ WebRequestOlZ & % POST * > v KDfEiR
KENMEDOFEMIL [BF 9] oa— RZZHIEIN,

MQL4 227 Y 7k A & EhVEM 2

Ty la

PN =DVAK VR =35
tyvay ID (Jy%-) Z@HEi L.
_cookie.txt |[ZfR1FT 5

_post_loginmg4 | v/ A NEHLES BALET %

_cookie.txt 2> 5Htyvay ID (Jy%-)

A /‘!Z““‘\/EI:Q$EJF@VCV9)— r\%l‘ﬁ_’h‘j—é %%Tﬂj L. *)’“/\Q“’\%{Tj“a—éo

_post_main.mq4

_cookie.txt 7> Htyvay ID (Jy%-)
a7y MUERHLET | &£ 7925 | 2t LT, $=n" =~ L,
Fetkiltyvay ID (Uy%-) ZHE,

_post_logput.mq4

Set-Cookie; |
|
|

= UL Y [ty aviD]
_post_loginmgd |«—
_______ l______, Elas] B
i _cookie.txt | _post_main.mg4 Fmmmm e ,I> O—AJL-H—/\—
L [tviavib] | ! C({okle: |
“““““““ | _[Evavib] |
_post_logout.mqg4 >
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« IFTOTFNET WebRequest() DOERESCE v a VOEMA B L CE £,

(FEHIIE TWebRequestQDffiVN 5 (2D 1)) =& 7ZE0)
XAMMP (m—71/b « h—3—) Z3ih BiFET,

(AT v71];

Modules
Service Module

Apache
MySQL
FileZilla
Mercury

Tomcat

XAMPP Control Panel v3.2.1

PID(s) Port{s) Actions

@ |
Admin ’Tﬂﬁg”Tys‘ ’\_lEx—plnrer|

Admin ‘ Config H Logs ‘

E Senices |

Admin Config Logs @ Help
Adrin

17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]

most application stuff but whenever you do something with sernvices
there will be a security dialogue or things will break! So think
about running this application with administrator rights!

XAMPP Installation Directory: "c:\xamppl”

Checking for prerequisites

All prerequisites found

Initializing Modules

Starting Check-Timer

Control Panel Ready

~

[Apache] @ [Start] 2727 U > 27 LT [Stop] ZFERRIHEET

!

i |
dmin ’Tﬂﬁg”Tys‘ ’\_IEX—NNET|

e
s |

‘ Config H Logs ‘

E Senices |

XAMPP Control Panel v3.2.1
Modules
Service Module PID(s)
6424
AR 5212
MySQL
FileZilla
Mercury
Tomcat

Config Logs & Help

17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:25:28 [main]
17:30:13 [Apache]
17:30:14 [Apache]

about running this application with administrator rights!
XAMPP Installation Directory: "cxampp\”

Checking for prerequisites

All prerequisites found

Initializing Modules

Starting Check-Timer

Control Panel Ready

Attempting to start Apache app...

Status change detected: running

3

(AT 2];

File Edit Rules Tools View Help & Fiddler £ GeoEdge
Decode | Keep: All sessions ~ &5 Any Process 34 Find [&] Save |8 (&) @ Browse - < Clear Cache ,T TextWizard

28 WinConfig ) 43 Replay % - b Go | Stream |}

Fiddler (/N4 A4V L% | 7rFo— « PsSm) &2 B ES

5 Result  Protocol Host URL
E1 200 HITP www.tel.. [UpdateCheck.a...

#§ Captuing = All Processes i

Body Caching

contentType || (8 statistics | 1% Inspectors | # AutoResponder | [# Composer | =] Log | [ Fiters [ = Timeline |

511 private textfplain; ...

Ploase solect a single Web Session to inspect

CustomRules. js was loaded at: Wed Apr 22 17:3%:14UTC+9 2015
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(AT v 73];
PHP 27 U 7 F_05[t v va Uity b —3C;

-~

] &ai E3Ae =E HA4E
| MQL4ZHTH 2015/04/17 0:49 TPl TAILA—
| BRuiH—)(—H : PHPZAUT 05[fPwanpR]trvh 2015/04/17 0:37 A TAIAS
. BERiH—)(—A ; PHPZOUTH_0S[TvEa B LRy 2015/04/18 0:38  JrAIL TS -
| BRCERRPHPAS T H_04[Tyagm it 2015/04/24 19:37 Tl TFAILA—
N

] && Eadaling == HAZ

|| _login_05.php 2015/04/06 20:23  PHP Jr{Il 2 KB

| _logout_os.php 2015/04/07 21:34  PHP Jr{Il 1 KB

|| _main_05.php 2015/04/05 17:50  PHP Jr{Il 3 KB

[ ] _menu_o5.php 2015/04/06 22:11  PHP Jr{Il 1 KB

| ] _no_05.php 2015/04/05 18:21  PHP Jr{Il 1 KB

|| _sub_o5.php 2015/04/05 18:08  PHP Jr{Il 1 KB

k5%, xammp B F® htdocs /LA —|Zab—L £,

5. 7509 T 9 Fuphpa—F (ByvafR)l #2727 8ALTHD
*PHP A2 U7 L 05[kvvafiilty b ZEESHETHET,

(1) Ta 74 VHEE] 2IECT7'8AT5

[R5 w7 1] ; lNocalhost/_login_05.php] 7 7 EALE¥

Jr{IME) RE(E) FTw(V) BE(S) Jvh¥—H(B) ¥-I(T) ~ILT(H)
SITES TEST x

_(-_ @ http://localhost/_login_05.php || Q BE » | =
[ EETEREE
iorton [0 ISR 0 2, " | © 5o il
T4 o eOSAT A=
BR(S): Pl 2D rewe D
4 [E Jyha—hy—)L)— AR =
) EmTEanLEE Login
4[5 Fuh—hza—
LR
[
€ | @ http://localhost/_login_05.php c
O A Fa—Ls
2—ID hput D
PR —
Login

(AT F2]; Z—HP—IDERXRTU—FEASLET
« 22— — 1 D= keroro
« NAU— = keroro
% [keroro] IZEFETAALTLZE W, ITnputlD] OLEIZHFMHAR—=ANGH D DIZIEE !
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O5 474 —4
1‘_"3':“:] keroro
AW RN T T T T T

Login

[(RTF>73]; 27V v2 = [ menu 05.php] ~TPx 7 (v g k)

(R T v74],;

http://lecalhost/_menu_05.php

< AT a—Em

RITFOAZ o —fin GBIRL TSy
« IHIEEE
« FlREE ™
« O 7Ok

F 1w USERID= keroro 8

[BHfEEE -~ #27V vZ = [ main 05.php] ~V ¥ 7 (v a L Hkke)

Mo

http://localhost/_main_05.php

< ETR >
FH2HE]:

Toukou_suru

o O 70
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[RTF>76];

THEAPMTEBLET
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<IETR =

FEH: FAvE

—=H.
B .

SranED A
SR T T

A URIIImRTY

Toukou_suru

o O R

‘ Toukou_suru ‘ 7V v 7 LET = BEARMREE  BRINET

< FETR >
F2HE]:

Toukou_suru

« O5 7R

EE A
P

SEEQEIA,
BrscThm e

FARITRTY
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XKHEIC [Heham) 2t H L. RAITBE: - RS ET,

<{STiR >
DEA FOrEETEE T
o Bies T Ah
;ié\FDD s
lfl> TAURETRTT
BiEE T OnEETEVIT
k=2
Toukou_suru S<=. OO
o« OF 7 TERCIm Y

(AT X7]; |l 7obh 27y LET = [_logout_05.php] ~ (v a3 #T)

http://localhost/_logout_05.php C

IERCaZrFaHLEL L,

s 51 BEICES
A T e

KA VEET, IDIWRAY— REWEZT-SES ;  FioBEmnFErInEzd

O5 A TFt—1

J—HID, Rid A0 —FIZEELURFHUET,
J—FID Input D

AT —F

Lozin
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< AT a—Em

RITFOAZ o —fin GBIRL TSy
« IHIEEE
« FlREE ™
« O 7Ok

F 1w USERID= keroro 8

[Flimm~] R |

< FiREm >

loiis. IETY,
TR B RL TS,

o FIEEE
« 077 TH

(2) 79U TRET Z7E8R%2 LTHD (Byia r OBKLHE)

a7 4] LT, W& [ main 05.php] 27 7B AL THET

http://localhost/_main_05.php

l

http:/flocalhost/ _no_05.php

il AEFSEATT |
O s, UL TS,

X By ar] DHELINTWWRWDOT, RERTZ7EARALHEINET,
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6. > Fphpa—FK (BEvvavyELIR) ] T, AFETZ7EXLTHS

(AT v 1] ;PP A2 V7R 06%, [BEyvar®E\L]Ey b—RICANEZLET,

-~

L] &ai EFHE = HAZ
, MQL4ZA T 2015/04/17 0249 TRl TS —
| SEEH—)(—F ; PHPZSYT_05[trwiahR] it 2015/04/17 0:37 A THILAE—
| ERH—)(—H ; PHPRAUT_05[tTwia Bl kR 2015/04/18 0:38  JrAIL TAILA—

$¢PHP = — KF—X%& . xammp B F® htdocs FNLZ—Zab—L, ANEZF7,
MEPHP a— RO 7 7 A NV4IL, By a UilE 2L [/—CFTo T, HR%IILT
E g UM ICRELT (ARVEAT) BWTLESL,

[(RTFv72]; (e /4 ] Z@BE¥FIC [_main_05.php] ZWVWERY T I7EXLTHS

< IR =
RE=TZT

Toukou_suru

o 0570k

T RBAHKTLENE LR !
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7. 79U%ickd php a—F (kv a i) 727 A% Fiddler TEIET S
% [_login_05.php| = [_menu_05.php) = [_main_05.php] = [_logout_05.php] Z#IZZT 5
Fiddler IZE2F ¥ 7 F v —#ER ; REHRA MY —24 (2, 3, 8) [FHIREA=FZBO DM

File Edit Rules Tools View Help = Fiddler £ GeoEdge

Protocol Host URL Body Caching Content-Type @Siaﬁsﬁcs :%%IHSDE@NS 4 AutoResponder @Composer [E Log | [] Filters | = Timeline

¥ 200 HTTP localhost  /_login_05.php 627 no-store, n... textfhiml
[EX] 302 HTTP localhost  /_login_05.php 37 no-store, n...  textfhiml
&5 200 HTTP localhost  /_menu_05.php 454 no-store, ... textfhiml
L+ 200  HTTP localhost  /_main_05.php 812 no-store, n... textfhiml
@7 200 HTTP localhost  /_main_05.php 909 no-store, n...  textfhiml
@9 200 HTTP localhost  /_main_05.php 1,035 no-store, n... textfhiml
¥ 10 200 HTTP localhost  (_logout_05.php 377 no-store,n...  texthiml

Flzase salact 3 single Wab Session o inspact

iz Capturing

& Web Browsers

s X x I T —TDH%5% [Web Brouser] I[ZFFE L T, 5L Rt v R 38 E£7,
(BTEE=X—T955A81%. 7V > 2 LT [All Processes] I[ZLTL7ZEWY)
XLLF, Fiddler 3% ¥ 7F ¥ — LIENRZHL £, (7 A AR08 Y Z5IN)

(1) FIHIT llocalhost/_login_05.php] ZT 7 &AL L %
TREEER N v T F v — SN ET,

File Edit Rules Tools View Help = Fiddler E% GeoEdge
&% WinConfig ) ¥4 Replay X~ P Go i Decode | Keep: All sessions - §
f Result  Protocol Host URL Body Caching Content-Type
L €¥1 200  HTTP localhost [/ _login_05.php 627 no-store, ... texthiml I
-@ 4 302  HTIP localhost [/ login_05.php 37 no-store, n... texthtml
£¥5 200  HTTP localhost  j_menu_05.php 454 no-store, n...  text/himl
£¥5 200  HTTP localhost  f_main_05.php 812 no-store, n...  text/himl
@ 7 200 HTTP localhost  /_main_05.php 909 no-store, n...  textfhiml
@9 200 HTTP localhost  /_main_05.php 1,035 no-store, n,..  textfhiml
£¥10 200  HTTP localhost  f_logout_05.php 377 no-store, .. texthiml
Request;
[Headers]

@ Statistics %& Inspectors | 4 AutoResponder @ Composer | [E] Log | [] Filters | == Timeline
| oM | x|

Request Headers [Raw] [Header Definitions]

GET # Jorin 05 php HTTFA 1
Client
Accept: text/himl,applicationxhiml +xml  application fxml;q=0.9, */*;0=0.8
Accept-Encoding: gzip, deflate
Accept-Language: ja,en-U5;q=0.7,en;g=0.3
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWG4; rv:37.0) Gedoo/20100101 Firefox/37.0
Transport
Connection: keep-alive
Host: localhost
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[WebForms]

@ Statistics | in Inspectors 4 AutoResponder I # Composer | [E Log I [] Filters I = T|me|ir1e|

HexView | Auth | Cookies | Raw | 15ON | XML |

Mame

Value

[Raw]

@ Statistics c;:% Inspectors | ﬁ AutoResponder | @ Composer I =] Log | [ Filters | = 'I'|n'|v.=.|ir|e|

Headers | TextView | WebForms | Hex\View | Auth | Cookies |EF'.aw i Js0M | XML |

GET http: //localhost/ login_05.php HTTP,/1.1
Host: Tocalhost

User-Agent: Mozilla/s.0 (Windows NT &.3; WOWE4; rv:37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Language: ja,en-Us;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

Connection: keep-alive

Response;
[Headers]

puth | caching | Cookies | Raw | Json | x|

Response Headers
HTTP/11 200 0K
Cache
Cache-Control: no-store, no-cache, must-revalidate, post-chedk=0, pre-check=0
Date: Wed, 22 Apr 2015 10:57:43 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Pragma: no-cache
Cookies [ Login
Set-Cookie: PHPSESSID =hd0amS0paepdchuo32qokd 117; path=/
Entity
Contentlength: 627
Content-Type: text/html
Miscellaneous
Server: Apache/2.4. 10 (Win32) OpenS5L/1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: timeout=5, max=100

[Raw] [Header Definitions]

% [Set-Cookei] ¥ ; V—X—fll Tty arIDBREITEN, ZvF—L LT
77 PN EE S TWET,
[WebView]
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Auth | Caching | Cookies | Raw | Json | x|
Document is: 627 bytes.

O A Fa—Ls

1 —*ID| Input ID

FIAD =]
Login |

[Raw]

Get SyntaxView | Transformer | Headers | TextView | Imageliew HexView WebView | Auth |
Caching | Cookies | | mon | |

HTTP/1.1 200 OK ~
Date: wed, 22 Apr 2015 10:57:43 GMT

server: Apache/2.4.10 (Win32) OpenssL/1.0.1i PHP/5.5.15

¥-Powered-By: PHP/5.5.15

Set-Cookie: PHPSESSID=hdOamsOpaepdchuo3zqokdiflr; path=/

Expires: Thu, 1% Nov 1981 085:52:00 @GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 627

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<!doctype html=>
<html=>
<head=
<meta charset="UTF-8">
<title=SITES TEST</titlex
«</head=
<body=
«<form id="loginForm" name="loginForm” action="/_login_o5.php" method="POST">
«fieldset>

<legend=>04F 4 =7 #—fve/Tegend>

“dive</dive

<label Tor="userid"=J1—HID</label><input type="text" id="userid" name="userid"
<br=

<label fTor="password”>/TZ7J—Fc/label>cinput type="password” id="password” nam

< >

(2) TIDJ & [XRU—F] #AH L, [Login [#BiR Lz & %

File Edit Rules Tools View Help = Fiddler E3 GeoEdge
&8 winConfig C) 44 Replay X - b Go il Decode | Keep: All sessions - §
F Result  Protocol Host URL Body Caching Content-Type
€¥1 200 HITP localhost | _login_05.php 627 no-store, n... textfhiml
=5 302 HITP localhost | _login_05.php 37 no-store, n... textfhiml
§¥5 200 HTTP localhost / _menu_05.php 454 no-store, n...  textfhiml
4¥5 200 HTIP localhost  /_main_05.php 812 no-store, n... text/himl
7 200 HTTP localhost  /_main_05.php 909 no-store, n... text/himl
|29 200 HITP localhost  /_main_05.php 1,035 no-store, n... textfhiml
€¥10 200 HTTP localhost [ _logout_05.php 377 nostore, n...  texthitml

#4a

Request;

[Headers]
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El Log | [] Filters | — Timeline
() statistics | % Inspectors | 4 AutoResponder I # Composer
| Headers | TextView | WebForms | HexView | Auth | Cookies | Raw | J50M |
XML |
Request Headers [Raw] [Header Definitions]
FOST ¢ login 05 php HTTRA A
Client

Accept: text/hitml,application/xhtml +xml, application fxml;g=0.9,*/*;9=0.8
Accept-Encoding: gzip, deflate
Accept-Language: ja,en-U5;q=0.7,en;q=0.3
Uger-aAgent: Mozilla/5.0 (Windows MNT &.3; WOWE4; rv:37.0) Gecko/20100101 Firefox/37.0
Cookies  Login
= Cookie
PHPSESSID =hd0amS0paepdchuo32gqokd 117
Entity
ContentLength: 41
Content-Type: applicationfx-www-form-urlencoded
Miscellaneous
Referer: http:/localhost/_login_05.php
Transport
Connection: keep-alive
Host: localhost

[WebForms]
E Log I [] Filters I “— Timeline
{3) statistics | % Inspectors | 4 AutoResponder | # Composer
Headers | Textview ||WEbF0rITIS | HexView | Auth | Cookies | Raw | JSOM |
|
Mame Value

userid

password keraro

login Login

[Raw]
lﬂ) Statistics Tfﬁ Inspectors | 4 AutoResponder I @ Compaoser | [ Log I [] Filters I — Tlmeline|

Headers | Textview | WebForms | HexView | Auth | Cookies ||Raw | 150N | XML |

POST http: //localhost/ login_05.php HTTP/1.1

Host: localhost

User-agent: Mozilla/ss.0 (windows NT &.3; WOwWed; rv:37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;qgq=0.9,*,/*;9=0.8
Accept-Language: ja,en-us;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://localhost/ _login_05.php

Cookie: PHPSESSID=hdCOamtoOpaepdchuc3zqokdliflr

Connection: keep-alive

Content-Type: application/x-www-Torm-urlencoded

Content-Length: 41

userid=keroro&password=keroro&login=Login

% luserid=keroro&password=keroro&login=Login| OJEXT7 4+ —2L « T —F %
EELTVET,
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Response;
[Headers]
Get SyntaxView | Transformer |E | Textview | ImageVview | HexView | Webview |
puth | caching | Cookies | Raw | 1son | amL |
Response Headers [Raw] [Header Definitions]
HTTFA1 1 202 Found
Cache
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-ched:=0
Date: Wed, 22 Apr 2015 10:58:41 GMT
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Pragma: no-cache
Entity
Content4 ength: 37
Content-Type: text/himl
Miscellaneous
server: Apachef2.4. 10 (Win32) Open55L 1.0, 1i PHP/5.5. 15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-Alive: imeout=5, max=100
Location: _menu_05.php
[WebView]
Get SyntaxView | Transformer | Headers | Textview | ImageView | HexView |E'|ﬂ.|'eb'ur|ew
Auth | Caching | Cookies | Raw | 1SON | x|
Document is: 37 bytes.
F 1w /7: USER_ID=keroro T 9
[Raw]

Get SyntaxView | Transformer | Headers | TextView ImageView Hex\View WebView | Auth | Caching
Cookies | | omoN | M|

HTTP/1.1 302 Found

Date: wed, 2z Apr 2015 10:55:41 GMT

server: Apache/s/z.4.10 (win32) Opens5L/1.0.1i PHP/5.5.15
x-Powered-By: PHP/5.5.15

Expires: Thu, 19 Nov 1981 085:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Location: _menu_o05s.php

Content-Length: 37

Keep-Alive: timeout=5, max=100

Cconnection: Keep-Alive

Ccontent-Type: text/html

FT w47 USER_ID= kerara 9

¥—1T7HIZ THTTP/1.1 302 Found] & FmIPLTUWVET,

[302] LI TUAALZ h] LTWAZ EZRLTWET, SEMIEEEEICT
FRTHTLIEE N,

[(ZD1) THHTL2DEENTVDLDIZRANMTE E LK)
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#5
Request;
[Headers]
@ Statistics | ing Inspectors | 4 AutoResponder I [ Compaser I [E Log I [] Filters | = T|n'|e|ir|e|
IHeaders | TextView | WebForms | HexView | Auth | Cookies | Raw | JSON | XML |
Request Headers [Raw] [Header Definitions]
GET 4 _menu 08 php HTTF/1 1
Client
Accept: text/html, application,xhtml+xml,application xml;g=0.9,%(%;0=0.8
Accept-Encoding: gzip, deflate
Accept-Language: ja,en-US;q=0.7,en;q=0.3
User-Agent: Mozilla /5.0 (Windows MT &6.3; WOWS4; rv:37.0) Gecko/20100101 Firefox/37.0
Cookies [ Login
[=| Cookie
PHPSESSID =hdOam 50paepdchuo32qokd 117
Miscellaneous
Referer: http:/flocalhost/_login_05.php
Transport
Connection: keep-alive
Host: localhost
[WebForms]
@ Statistics | ing Inspectors 4 AutoResponder I % Composer I [El Log I [] Filters | = 'I'|n'|e|ir|e|
Headers | TextView | | WebFaorms | HexView | Auth | Cookies | Raw | JSON | XML |
Mame Value
[Raw]

@ Statistics Tﬂ% Inspectors | 4 AutoResponder | @ Composer I [ Log | [] Filters I — 'I'|me|ir1e|
Headers | Textview | WebForms | Hex\iew | Auth | Cookies ||Raw | 150N | XML |

GET http: /flocalhost,/_menu_05.php HTTP/1.1
Host: Tlocalhost

User-agent: Mozilla/ss.0 (wWindows NT &.3; WOwe4; rv:37.0) Gecko,/20100101 Firefox,/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;0=0.8
Accept-Language: ja,en-uUs;g=0.7,en;gq=0.3

Accept-Encoding: gzip, deflate

Referer: http://localhost/ _Togin_05.php

Cookie: PHPSESSID=hdOamtoOpaepdchuczzgokdlifly

Connection: keep-alive
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Response;

[Headers]
Get Syntaxview | Transformer |E_!_—_|§§_|;_j_g_[§_§ TextView | ImageView | HexView | WebView |
Auth | Caching | Cookies | Raw | Json | x|
Response Headers [Raw] [Header Definitions]
HTTFA 1 200 0K
Cache

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-chedk=0
Date: Wed, 22 Apr 2015 10:58:41 GMT
Expires: Thu, 19 Nov 1951 08:52:00 GMT
Pragma: no-cache
Cookies [ Login
Set-Cookie: PHPSESSID =63dbfG53gudabbkg7b3t3jmho 1; path=/
Entity
ContentLength: 454
Content-Type: text/himl
Miscellaneous
Server: Apache/2.4. 10 (Win32) Opens5L/1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: timeout=5, max=99

[WebView]

Get SyntaxView | Transformer | Headers | TextView | ImageView | HexView |[Web'\ﬂew
uth | Caching | Cookies | Raw | JsoN | xmL |
Document is: 454 bytes.

< HTa—EmEm>
LIFoAZ 2 —iin (BIRL TSy

o IEHEEmEm

o TAREE
o« OGO

F /7 USER _ID=keroro T4

[Raw]
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Get SyntaxView | Transformer | Headers | Textiiew ImageView Hex\View | WebView | Auth | Caching |
Cookies | G| mson | o |

HTTP/1.1 200 OK ~
Date: wed, 22 Apr 2015 10:55:41 GMT

server: Apache/2.4.10 (Win32) Opens5L/1.0.1i PHP/5.5.15

X-Powered-By: PHP/5.5.15

Expires: Thu, 1% Nov 1981 085:52:00 @GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=63dbfe53quaabbkg7b3t3ijmhol; path=/

Content-Length: 454

Keep-Alive: timeout=5, max=39

Connection: Keep-Alive

Content-Type: text/html

<html=

<head=

<meta http-equiv="Content-Type" content="charset=utf-8">
<tit1e>SITES TEST</titlex

</head=

<body=
wp= < AT —EE></p>

LTFoA—2 -, BRLTIUEZN;

<UT>
<liz><a href="_main_o05.php"~SEEE </ a=</1i>

<liz»<d href="_sub_05. php " >FEEE ./ axc/ 11> W
| Find... (press Ctrl+Enter to highlight all) || Viewin Motepad |

MHT-IZ [Set—Cookie: ] TEv I a D BAERITINTNAZ LITERALS SN,

(3) A==a—EHET, [HREE~] 2@8RLILLE

File Edit Rules Tools View Help & Fiddler E% GeoEdge
28 WinConfig ) 43 Replay X~ b Go ﬁ Decode | Keep: All sessions - i
& Result  Protocol Host LURL Body Caching Content-Type
€1 200  HTTP localhost | _login_05.php 627 no-store, n... textfhiml
=4 302 HITP localhost [ _login_05.php 37 no-store, n...  textfhiml
€¥5 200 HITP localhost  /_menu_05.php 454 no-store, n...  textfhitmil
|| €%5 200 HTTP localhost  j_main_05.php 812 no-store, n... texthiml |
Y 200 HITP localhost  /_main_05.php 909 no-store, n... textfhitml
|9 200 HTTP localhost  /_main_05.php 1,035 no-store, n... textfhiml
¥ 10 200 HTTP localhost  f_logout_05.php 377 no-store,n...  textfhiml
#6
Request;
[Headers]
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@ Statistics | 194 Inspectors | 4 AutoResponder I = Composer | [E Log I [] Filters I = 'I'|n1e|ir1e|

I Headers | TextView | WebForms | HexView | Auth | Cookies | Raw | JS0OM | XML |
Request Headers [Raw] [Header Definitions]
GET # _main_ 05 php HTTFA
Client

Accept: text/html,application/xhtml-+xml,applicationfxml;g=0.9,*/*;9=0.8
Accept-Encoding: gzip, deflate
AcceptLanguage: ja,en-Us;q=0.7,en;q=0.3
User-aAgent: Mozilla/5.0 (Windows NT &,3; WOWE4; rvi37.0) Gecko,/20100101 Firefox/37.0
Cookies [ Login
[=] Cookie
PHPSESSID =6 3dbfs53qudabbkg7b3t3jmho 1
Miscellaneous
Referer: http:/flocalhost)_menu_05.php
Transport
Connection: keep-alive
Host: localhost

[WebForms]
@ Statistics | a4 Inspectors | 4 AutoResponder | # Composer I [l Log | [] Filters I = Tlmeline|
Headers | TextView ||Wechrms | HexView | Auth | Cookies | Raw | 150N | ¥ML |
Mame Value

[Raw]
@ Statistics E@ Inspectors | j AutoResponder | @ Composer I B Log | [ Filters I = Tlmeline|

Headers | TextView | WebForms | HexView | Auth | Cookies ||Raw | 150N | XML |

GET http://localhost,/ main_0s.php HTTP/1.1

Host: Tocalhost

User-Agent: Mozilla/s.0 (Windows NT &.3; WOWe4; rv:i37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: ja,en-uUs;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

rReferer: http://localhost/ _menu_05.php

Cookie: PHPSESSID=63dbfes3qu2abbkgrb3t3jmhol

Connection: keep-alive
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Response;

[Headers]

Get SyntaxView | Transformer |EH..=_

TextView | ImageView | HexView | WebView |
uth | Caching | Cookies | Raw | JSoN | xmL |

Response Headers [Raw] [Header Definitions]
HTTFA1 1 200 0Ok,

Cache
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Date: Wed, 22 Apr 2015 10:58:46 GMT
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Pragma: no-cache
Entity
Contentd ength: 812
Content-Type: text/himl
Miscellaneous
Server: Apache/2.4.10 (Win3Z) Open55L/1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: timeout=5, max=100

[WebView]

Get SyntaxView | Transformer | Headers | TextView | ImageView | HexView ||Web'l.|"|ew
futh | Caching | Cookies | Raw | JSON | xm |
Document is: 812 bytes.

< ISR

HEAT:|

CER:

| Toukou_suru I

o« 0T

[Raw]

3070



(C) 2011 amenbo the 3rd
Get SyntaxView | Transformer | Headers | TextView ImageView HexView | WebView | Auth | Caching |
Cookies | | moN | o |

HTTP/1.1 200 OK ~
Date: wed, 22 Apr 2015 10:55:46 GMT

server: Apache/2.4.10 (win32) Opens5L/1.0.11 PHP/5.5.15

X-Powered-By: PHP/5.5.15

Expires: Thu, 1% Nov 1981 085:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 812

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<hreml=>

<head:>

<meta http-equiv="Content-Type" content="charset=utf-8"=
<tit1e=SITES TEST</title=

</ head=

<body=
<p> TR > </p>

<form method="POST" action="/_main_05.php"=
<p>

EEE : <input type="text" name="site_05"><br=<brx

</ p=

<p=

TEER : <br>

<textarea name="contents"” rows="8" cols="40"»«</textareax<br><br=
</ p=

<input type="submit™ name="bt_05" value="Toukou_suru™=

</ Torms-

<l
<lix<a href="_logout_05.php =04 73 b /axc/Ti>

(4) BEFZLTWHEE (2|, BELK)

File Edit Rules Tools View Help = Fiddler E3 GeoEdge
&8 winConfig C) 44 Replay X - b Go il Decode | Keep: All sessions - §
F Result  Protocol Host URL Body Caching Content-Type
€¥1 200 HITP localhost | _login_05.php 627 no-store, n... textfhiml

=5 302 HITP localhost | _login_05.php 37 no-store, n... textfhiml

§¥5 200 HTTP localhost / _menu_05.php 454 no-store, n...  textfhiml

4¥s 200 HTTP localhost  f_main_05.php 812 no-store,n... textfhiml

7 200 HTTP localhost  /_main_05.php 909 no-store, n... text/himl

|29 200 HITP localhost  /_main_05.php 1,035 no-store, n... textfhiml
€¥10 200 HTTP localhost [ _logout_05.php 377 nostore, n...  texthitml
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®t7

Request;
[Headers]

@ Statistics | i Inspectors | 4 AutoResponder I [ Compaser I [E Log I [] Filters | = Tlmeline|

IHeaders | TextView | WebForms | HexView | Auth | Cookies | Raw | JSON | XML |

Request Headers [Raw] [Header Definitions]
POST / _main 05 php HTTFS1 1
Client
Accept: text/html,application fxhtml+:ml,application fxml;g=0.9,%/%;9=0.8
Accept-Encoding: gzip, deflate
Accept-Language: ja,en-US;q=0.7,en;q=0.3
User-Agent: Mozilla/5.0 (Windows NT &6.3; WOWS4; rvi37.0) Gecko/20100101 Firefox/37.0
Cookies [ Login
[=] Cookie
PHPSESSID =6 3dbf653qudabblkg 7h3t3jmho 1
Entity
ContentLength: 81
Content-Type: application fx-www-form-urlencoded
Miscellaneous
Referer: http:/flocalhost/_main_05.php
Transport
Connection: keep-alive
Host: localhost

[WebForms]
@ Statistics | in Inspectors 4 AutoResponder | # Composer I [El Log | [] Filters | = 'I'|me|ir'|e|

Headers | TextView ||WebForms | HexView | Auth | Cookies | Raw | 150N | XML |

Mame Value

site_03

keroro_desu

contents
ogennkidesuka?

bt_05 Toukou_suru

[Raw]
@) Statistics ;ﬁ‘; Inzpectors | 4 AutoResponder I @ Composer I [E Log I [] Filters | — 'I'|me|ir'|v.=.|

Headers | Textliew | WebForms | Hexview | Auth | Cookies ||F'.aw | J50M | XML |

FOST http://localhost/ _main 05.php HTTP/1.1

Host: Tocalhost

User-agent: Mozilla/s.0 (windows NT &.3; WOWe4; rv:37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q9=0.8
Accept-Language: ja,en-us;q=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

Referer: http://localhost ain_05.ph

Cookie: PHPSESSID=63dbfe53qulabbkgrb3t3jmhol

Connection: keep-alive

Content-Type: application/Xx—www-Torm-urlencoded

Content-Length: 51

site_05=keroro&contents=keroro_desux0D%0A%0D%¥0A0gennkidesukax3Fa&bt_05=Toukou_suru

Find... {press Ctrl4+Enter to highlight all) I Viewin Motepad I
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Response;

[Headers]

Auth | caching | Cookies | Raw | JSON | xmL |

Response Headers [Raw] [Header Definitions]
HTTP/1 1 200 0K

Cache
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Date: Wed, 22 Apr 2015 10:53:19 GMT
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Pragma: no-cache
Entity
Caontent4Length: 309
Caontent-Type: text/himl
Miscellaneous
Server: Apache/2.4.10 (Win32) Opens5L/1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: timeout=5, max=100

[WebView]

Get SyntaxView | Transformer | Headers | Textview | ImageView | HexView |Eweb'u"|ew
puth | Caching | Cookies | Raw | JsoN | xvL |
Document is: 909 bytes,

<IETR>

rSE=A:TTH

Toukou_suru

o« 0TIk

1285 keroro

]

i

keroro_desu

ogennkidesuka?

[Raw]
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Get SyntaxView | Transformer | Headers | Textview | ImageView HexView | WebView | Auth |
Caching | Cookies | | moN | oM |

HTTP,/1.1 200 OK ~
Date: wed, 22 Apr 2015 10:59:19% GMT

Server: Apache/z.4.10 (wWin32) Open55L/1.0.1i PHP/5.5.15

®-Powered-By: PHP/5.5.15

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Fragma: no-cache

Content-Length: 209

Keep-Alive: timeout=5, max=100

Connection: kKeep-alive

Content-Type: text/html

<html=

<head=

<meta http-equiv="Content-Type" content="charset=utf-8"=>
<tit1e=5ITES TEST</titlex

«</head=

<hody>
<p> < 35T > </ p>

<form method="POST" action="/_main_o5.php">
<p

EEE : <input type="text" name="site_05"=<bra<br>

/P

<p

TB8E  <br>

<textarea name="contents" rows="8" cols="40"></textarea><br><br>
</ p=

<input type="submit" name="bt_05" value="Toukou_suru"=

</ Forms=

<ul=
<liz<a href="_logout_o05.php">04 7 bcfaz</1i>

X [# 9 13EmE

(5) TmZ7 U h] ZBRLLLE

File Edit Rules Tools View Help = Fiddler E3 GeoEdge
&8 WinConfig () ## Replay X~ b Go ﬁ Decode | Keep: All sessions =
F Result  Protocol Host URL Body Caching Content-Type
€¥1 200 HITP localhost | _login_05.php 627 no-store, n... textfhiml
=5 302 HITP localhost | _login_05.php 37 no-store, n... textfhiml
§¥5 200 HTTP localhost / _menu_05.php 454 no-store, n...  textfhiml
4¥s 200 HTTP localhost  f_main_05.php 812 no-store,n... textfhiml
7 200 HTTP localhost  /_main_05.php 909 no-store, n... text/himl
|29 200 HITP localhost  /_main_05.php 1,035 no-store, n... textfhiml
| €¥10 200 HTTP localhost  f_logout_05.php 377 no-=store, n... texthiml |
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Request;

[Headers]

@ Statistics | i Inspectors | 4 AutoResponder I # Composer | [Z Log I [] Filters I = Tlmeline|
I Headers | TextView | WebForms | HexView | Auth | Cookies | Raw | 150N | XML |
Request Headers [Raw] [Header Definitions]
GET #Jogout 06 php HTTFA
Client
Accept: text/html,applicationfxhtml+xml applicationfxml;g=0.9,*/*:g=0.8
Accept-Encoding: gzip, deflate
AcceptLanguage: ja,en-U5;9=0.7,en;q=0.3
User-agent: Mozilla/s.0 (Windows NT &, 3; WOWE4; rv:37.0) Gecko/20100101 Firefox/37.0
Cookies [ Login
[= Cookie
PHPSESSID=63dbf653qusabbkg7b3t3mho 1
Miscellaneous
Referer: http:/localhost/_main_05.php
Transport
Connection: keep-alive
Host: localhost

[WebForms]

@ Statistics | in Inspectors 4 AutoResponder I % Composer I [El Log | [] Filters | = 'I'|n'|e|ir|e|

Headers | TextView |E | HexView | Auth | Cookies | Raw | 150N | XML |

Mame Value

[Raw]
@ Statistics % Inspectors | 4 AutoResponder I @ Compaoser I E] Leg | [] Filters I — T|n1e|ir1e|

Headers | TextView | WebForms | Hex\View | Auth | Cookies ||F'.aw | JS0M | XML |

GET http://localhost/ _logout 05.php HTTP/1.1

Host: Tocalhost

User-Agent: Mozilla/5.0 (Windows NT &.3; WOWG4; rv:37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Language: ja,en-uUs;gq=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

rReferer: http: //localhost/ _main_05.php

Cookie: PHPSESSID=632dbfet3Igudabbkg7b3t3jmhol

Connection: keep-aliwve

Find... {press Ctrl+Enter to highlight all)

I Viewin Motepad I
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Response;

[Headers]

Auth | Caching | Cookies | Raw | 1sON | xmL |

Response Headers
HTTFA1 1 200 0K,
Cache
Cache-Contral: no-store, no-cache, must-revalidate, post-chedk=0, pre-chedk=0
Date: Wed, 22 Apr 2015 11:00; 14 GMT
Expires: Thu, 19 MNov 1981 08:52:00 GMT
Pragma: no-cache
Cookies [ Login
Set-Cookie; PHPSESSID =deleted; expires=Thu, 01-Jan-1970 00;00:01 GMT; Max-Age=0; path=/
Entity
Contentdength: 377
Content-Type: text/himl
Miscellaneous
Server: Apache2.4. 10 (Win32) Open55L1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: timeout=5, max=100

[Raw] [Header Definitions]

[WebView]
Get SyntaxView | Transformer | Headers | TextView | Imageview | HexView ||Web'u"|ew
Auth | Caching | Cookies | Raw | Json | x|

Document is: 377 bytes.

FECA7 7 arLELL,

- O A BEEICES
o L TOEROR— A

[Raw]
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Get SyntaxView | Transformer Headers | TextView ImageVisw HexView Webliew Auth Caching
Cookies 150N KML

Raw

HTTP/1.1 200 OK

pate: wed, 22 Apr 2015 11:00:14 GMT

Server: Apache/2.4.10 (win32) OpenssL/1.0.17 PHP/5.5.15

*-Powered-By: PHP/5.5.1%

Expires: Thu, 19 Nowv 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Sset-Cookie: PHPSESSID=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-Age=0; path=/
Content-Length: 377

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

< !ldoctype htmlx>
<html=
<head=
<meta charset="UTF-8"=

<titlexH - FILFFUT—2-a</title-

<;/head=
<body>

«div=IFRICOS 70 RLELE. </dive
<l
<li><a href="_login_o5.php">07+ »EEICES</ar</Tix>

<liz<a href="http: /Swww. benri.ne. jp/ =L DEDR— Ao aee/ i
< U=
</ body=
< /hrml=
| Find... {press Ctrl4+Enter to highlight all}) || Viewin Notepad |

X% ISet—Cookie:] Ty a»IDZHIKRLTWET, (v aaKT)
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8. MT4 (MQL4) 26 ¥ Fivphp a—F] 27 7k&X$3

Xphp = — R Ty g Uiy 2V ET,

(1) %ffH & mEss ;

[URL Y R h~0DiEM]
O —n] = [FFvar] — [FARX=K T IAMHP—] FTERRIEET
®@ [AllowWebRequest for listed URL:] (ZF = v Z N A->TWAH I & Z kR
@FRAURLAZBEMLTNEET

- Thttp://keil/_login_05.php].

« [http://keil/_main_05.php].

- Thttp://keil/_logout_05.php]

GEAE7Ze FlEIZ, [WebRequest Offiv 7 (2D 1) 2ZHITEI )

S=E Community
=)= 51 EDRE Al T~ FPE - B E-x—L

[ EBZEZFAITE
A 7 EEENESERTEEELTD
o TP EEEN S ERTERELTS
Fr— MO EL R R E RSN EBTEEELTD
DLLOEREFRITS (EETEI7 I — 232 0&TER)
[#] Allow WebRequest for listed URL:

@ http://keil/ login_05.php
& http://keil/_logout_05.php
@ http://keil/_main_05.php
& httne (lleail/ enann NS nhn

$¢ llocalhost] TiE7e< T, Tkeil) (=¥ v 4) ZfE-7-Di%, /NEDERETIX
WebRequestOlZ & % XAMMP H—/S—~D7 7 & A3, [localhost] Tk

Fiddler iZX A% ¥ FF ¥ —DH R o220 T, GEIZ2. (2) BR)
[MQL4 22 V7 vDT 7 ¥ ZJE]
o arERATAD LLTOEETT 78 A LET, (B a v Okt - BEIEIEE)

[_post_login] = [_post_main] = [_post_logout]

[(MQL4 227 VU 7 b OEERE]

FEARERE L
MQL4 277" b 77tA4 % PHP | HTTP AJy b POST + 5% tyvay
_post_login.mq4 | _login_05.php POST ID L XA — R LGRS
_post_main.mq4 | _main_05.php POST BRNE (XA~ | s b
_post_logout. mq4 | _logout_05.php GET — HIERT 5
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BARKRE2 ; TV 72 A b, VARV A ~o X —DRfFL 7 vF—FiH L
BT 5 7 7 A 1 & G E MmN
MQL4 277" b Request ()7z2}) Response (VA% V%) | Response H10D
At=yT KT - STA 1y¥-tE
_post_login.mq4 | _post_login_05.htm | _post_login_05.txt _cookie.txt

_post_main.mq4 | _post_main_05.htm | _post_main_05.txt T BEHO A

_post_logout.mq4 | _post_logout_05.htm | _post_logout_05.txt | T ; FEHIDH
% [_post_login.mq4] % Response ~v ¥ —fF#nbt vy aID (7 vF—) &
B LT T_cookie.txt] IZPRFFT D, (PRAFSEIZIMALA/Files] ARV ZN)
[_post_main] & [_post_logout) I&. &> 3 1D % [_cookie.txt] 75

LA L TR 2,

[MT4 {2 Fiddler 7" a IR E] + - [WebRequest DV (2D 1)) &5

| FTP EENRE | Community
g-- | w-r | sEeE | B8 | zRue-treey- | EmEs | B

H-IU(5): |FORE)(.oomJapan—Demo(IJ - FOREX.com Japan v|

04410: P |ooooooo | | JAD—-FEE |
MOF2H—)(—FEMd 5 (EF
25— MROEMRELT-YEHETA(K)
[C1DDEH—/(—EEMIZT3(D)
Oza-A7EHIET3(N)

|| Frotl || LT

@ E'QJE%%E?D#?Q‘:EH??-‘F??HhJL-E?iEI?%I:I*-tI.IL-?L'JhUhﬁEﬁm?%f%i%[lCEE@%EE
CH e

11— |localhostazss | IHTTP—\“
R — o

[ ok, | | #Fwln |

REEE
[P—r_—] ; [Mocalhost:8888) (F7-1% 127.0.0.1 : 8888]) THTTP
% 1127.0.0. 1] Fr—HIWHEA DT KL A
[8888) 1L7 7 ®AF D57 ux— (Fiddler) ®AR— FNo Z7,

39,770
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(2) TR (Fiddler ORRHE—E)
@D [_post_login] = @ [_post_main] = @ [_post_logout] ELFEITL/-&=;

XULT., Fiddler OFRLEBIHE D 9 b, —EB/Z L £ L, (77 A L RDNE 4 T8 IR)

[Fiddler OfEHE] ;

File Edit Rules Tools View Help ZFiddler EZ GecEdge
2% WinConfig ) 4 Replay X~ P Go .ﬁ Decode | Keep: All sessions * &
# Result  Praotocol Host URL Body Caching Content-Type
@: 1 302 HTTP keil [ _login_05.php 37 no-store, n... textthiml
G2 200 HTTP keil [ _menu_05.php 454 no-store, n...  textfhiml
@ 3 200 HTTF keil [_main_05.php 658 no-store, n...  textfhiml
L 200 HTTP keil /_logout_05.php 377 no-store, m... texthiml
[TMQL4/Files] 74 VZ—WNI/ER &7 7 A V]
.« Terminal » A93F069BDOESZA7B4DG9BFDBELASBBCE » MQL4 » Files RN ] Filesmis
N - ) L= e H47
|| _cookie.xt 2015/04/23 18:16 FFIAP FFadsb 1KB
|ﬂ _post_legin_05.htm 2015/04/23 18:16  Firefox HTML D... 1KB
5] =] _post_login_05.bxt 2015/04/23 18:16 FFIAF FFadsb 1KB
eil) m _post_logout_05.htm 2015/04/23 18:16  Firefox HTML D... 1KB
|| _post_logout_05.b¢t 2015/04/23 18:16 FFAP FFadwb 1KB
m _post_main_05.htm 2015/04/23 18:16  Firefox HTML D... 1KB
" |- _post_main_05.txt 2015/04/23 18:16 FFAF Pt 1KB

(3) [_post_login.mq4] FEITH#EE

File Edit Rules Tools View Help = Fiddler EJX GecEdge
&8 WinConfig C) ## Replay X~ b Go -ﬁ Decode | Keep: All sessions ~ &
# Result  Protocol Host URL Body Caching Content-Type
@:1 302 HTIP keil /_login_05.php 37 no-store, n...  textfhiml
&2 200 HTTP keil /_menu_05.php 454 no-store, ... texthitml
=3 200 HTTP keil /_main_05.php 658 no-store, ... textfhiml
G g 200 HTTP keil /_logout_05.php 377 no-store, n...  texthiml
% TiRbE) ASHEAT - RS NIRRT

40,770




(C) 2011 amenbo the 3rd
#1

HTTP
Request;
[Headers]

@ Statistics :@g Inspectors | j AutoResponder I @ Composer I E Log I [ Filters | = 'I'|me|ir'|e|

IHeaders | TextlView | WebForms | HexView | Auth | Cookies | Raw | JSOM | %ML |

Request Headers [Raw] [Header Definitions]
POST / Jogin 05 php HTTPA1 1
Cache
Cache-Control: no-cache
Pragma: no-cache
Client
Accept: image/gif, image fx-xbitmap, image fjpeq, imaage/pjpea, **
Accept-Charset; *utf-3
AcceptLanguage: en
User-Agent: MetaTrader 4 Terminal/4. 765 (Windows NT &6.2; x86)
Entity
Contentlength: 41
Content-Type: applicationx-www-form-urlencoded
Transport
Connection: Keep-Alive
Connection: Keep-Alive
Host: keil

[WebForms]
Iﬁ) Statistics ;ﬁ Inspectors | 4 AutoResponder | @ Composer I [El Log | [] Filters | — 'I'|me|ir1e|

Headers | Textiiew ||WebForms | Hex\View | Auth | Cookies | Raw | 150M | ¥ML |

Mame Value

userid

password keroro

login Login

[Raw]

@) Statistics ;ﬁ‘; Inzpectors | 4 AutoResponder I @ Composer I [E Log I [] Filters | — 'I'|me|ir'|v.=.|
Headers | Textliew | WebForms | HexView | Auth | Cookies ||F'.aw | 150N | XML |

FOST http: //keil/ login_05.php HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Fragma: no-cache

Content-Type: application/x-www-Torm-urlencoded

accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, =/
Accept-Charset: =, utf-8

Accept-Language: en

Host: keil

User-Agent: MetaTrader 4 Terminal/4.765 (Windows NT &.2; XE88&)
Connection: Keep-Alive

Content-Length: 41

userid=keroro&password=keroro&login=Login

¥ —H—ID= [keroro], /NAU— K= [keroro| MFHmHENFET,
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Response;

[Headers]

uth | Caching | Cookies | Raw | JSON | xmL |

Response Headers [Raw] [Header Definitions]
HTTEA1 1 302 Found
Cache

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Date: Thu, 23 Apr 2015 09: 16:05 GMT
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Pragma: no-cache
Cookies [ Login
Set-Cookie: PHPSESSID =nunbhurg 1093eiahbbmers thcd; path=/
Entity
ContentLength: 37
Content-Type: text/himl
Miscellaneous
Server: Apache/2.4.10 (Win32) OpenssLy1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-Alive: timeout=5, max=100
Location: _menu_05.php

[WebView]

Get SyntaxView | Transformer | Headers | TextView | ImageView | HexView |[Web'ﬂew
Auth | caching | Cookies | Raw | JsoN | xmL |

Document is: 37 bytes.

F 147 USER_ID=keroro T 9

[Raw]

Get SyntaxView | Transformer | Headers | Textview | ImageView HexView WebView | Auth |
Caching | Cookies |[Raw | JSON | XML |

HTTP/1.1 202 Found

pate: Thu, 23 Apr 2015 09:16:05 GMT

Server: Apache/2.4.10 (wWin22) OpensS5L,/1.0.1i1 PHP/5.5.15
X-Powered-By: PHP/5.5.15

Set-Cookie: PHPSESSID=nunbhurglogszeiahbbmeraihc4; path=/
Expires: Thu, 1% Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Fragma: no-cache

Location: _menu_05.php

Content-Length: 37

Keep-Alive: Timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

FT w4 USER_ID= keroro TF
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#2

HTTP
Request;
[Headers]

@ Statistics Eﬁ Inspectors | j AutoResponder | @ Composer | B Log I [ Filters I = Tlmeline|
I Headers | TextView | WebForms | HexView | Auth | Cookies | Raw
Request Headers
GET # menu 05 php HTTFA 1
Cache
Cache-Control: no-cache
Pragma: no-cache
Client
Accept: image/gif, image/x-xbitmap, imagefipeg, image/pjpea, */*
Accept-Charset: * utf-8
Accept-Language: en
User-Agent: MetaTrader 4 Terminal/4. 765 (Windows NT 6.2; x86)
Cookies [ Login
= Cookie
PHPSESSID =nunbhurg 1093eiahbbmers thc4
Transport
Connection: Keep-Alive
Connection: Keep-Alive
Host: keil

| ason | oL |
[Raw] [Header Definitions]

[WebForms]

@ Statistics | ing Inspectors 4 AutoResponder I & Composer | [Z] Log I [] Filters I = Tlmeline|

Headers | Textview ||WEbF0rITIS | HexView | Auth | Cookies | Raw | 150M | XML |

Mame Value

[Raw]

@ Statistics Eﬁ Inspectors | 4 AutoResponder I @ Composer | [E Log I [] Filters | — 'I'|n1v.=.|ir1v.=.|
Headers | Textview | WebForms | HexView | Auth | Cookies ||F'.aw

GET http: // keil enu_o05.php HTTP/ 1.1

Cache-control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: =*,utf-8

Accept-Language: en

| oM | x|

Host: keil
User-Agent: MetaTrader 4 Terminal/4.765 (Windows NT &6.2; x38)
Connection: Keep-Alive

Cookie: PHPSESSID=nunbhurglo93eiahbbmersihc4

Find... {press Cirl+Enter to highlight all) I Viewin Motepad I
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Response;

[Headers]
Get SyntaxView | Transformer “_Hg_@_g_g_[_g_; TextView | ImageView | Hex\View | WebView |
Auth | Caching | Cookies | Raw | 1SON | x|
Response Headers [Raw] [Header Definitions]
HTTFA 1 200 0K,
Cache

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-chedd=0
Date: Thu, 23 Apr 2015 09: 16:05 GMT

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Praoma: no-cache
Cookies [ Login
Set-Cookie; PHPSESSID =Im&2v 7hlshacsp52vvuloasjpd; path=/
Entity
ContentLength: 454
Content-Type; text/himl
Miscellaneous
Server: Apache/2.4.10 (Win32) Opens5L/1.0. 1i PHP/5.5.15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: timeout=5, max=29

[WebView]

Get SyntaxView | Transformer | Headers | TextView | ImageView | HexView |E'|ﬂ.|'eb'u"|ew
Auth | Caching | Cookies | Raw | Json | xmL |

Document is: 454 bytes.

< AT —EE
LR A= 2 —fnio GBHRL TSy

. IEIEEE

o FAEEIE"™
« O 7k

F 147 USER_ID= keroro T 9

[Raw]
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Get SyntaxView | Transformer | Headers | TextView | ImageView HexView | WebView | Auth |

Caching | Cookies |[Raw | JSON | x|

HTTP/1.1 200 OK

Date: Thu, 23 Apr 2015 09:16:05 GMT

server: Apache/2.4.10 (win32) Opens5L/1.0.1i PHP/5.5.15
X-Powered-By: PHP/5.5.15

Expires: Thu, 1% Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=Im&2v7bOshacspszvwuloasjpo; path=/
Content-Length: 454

Keep-Alive: timeout=5, max=99

Cconnection: Keep-Alive|

Ccontent-Type: text/html

<html>

<head:>

<meta http-equiv="Content-Type" content="charset=utf-8"=>
<tit1e=SITES TEST</titlex

</head=

<body=>
op> <A T3 —EE> </ p>

HTFoA=—z—s, BRLTIESTD;

<ul=>

<liz=<a href="_main_o05.php"~3SSEE </ax</1i>
<liz<a href="_sub_0s. php">FREE </ arc/ T1i>

<li»<a href="_logout_05.php">04 73 bo/ax</Ti>
< ul=

</ body=
<;/html=

F1 w47 USER_ID= keroro T9

Find... {press Cirl+Enter to highlight all) I Viewin Notepad I

Zy7 AN - IMQL4/Files| 7 4+ VA IRIFS D
[_post_login_05.htm| ZX 7V« 7 Vw7 35LT7T7UYFNRTED, TRRARRINET

TPAIE) RE(E) F=a() BES) JwhT—5(8) Y-IUI) ALT(H)
SITES TEST
@ file:///C:/Users /kenken/AppData/Roarr = (| | O 1%
[ EETEnLEs

I TOmA-TlE | @Ry PR o R THE
‘,Nm a U= I we @ ID -7 F—R- 3 ] FACEBOOK

T4 X < AT —EE

BR(S): 2 R A 2B BIRL T
a [H JFubg—i—)L)— ~

() EETanLEE . i‘gﬁg%f\

=T  Fd—a - ;lﬁl_l L

4 jy’?‘? A3 SO
b (8 BETuhv—al... =L

|8 BiGetisy F w2 USERID= keroro T

| Mozilla Firefox

[_post_login_05.txt
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TrLE) |EE) SF(0) FR(N) ~LT(H)

HTTP/1.1 200 OK

Cache-Control: no-store. no-cache, must-revalidate, post-check=0, pre-check=0
Conrect ion: Keep-Alive

Date: Thu, 23 dpr 2015 09:16:05 GMT

Keep-blive: timeout=h, max=99

Pragma: no-cache

Contert-Length: 454

Cortent -Twpe: text/himl

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Server: Apache/2.4.10 (Win32) OpenSSLA1.0.11 PHP/B.5.15
Set-Cookie: PHPSESSID= ImB2viblshacseb?wwuloasiel; path=/
#-Powered-Bv: PHP/5.5.10

NEEHL ;
HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: Keep-Alive
Date: Thu, 23 Apr 2015 09:16:05 GMT
Keep-Alive: timeout=5, max=99
Pragma: no-cache
Content-Length: 454
Content-Type: text/html
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Server: Apache/2.4.10 (Win32) OpenSSL/1.0.1i PHP/5.5.15
Set-Cookie: PHPSESSID=Im62v7b0shacsp52vvuloasjp0; path=/
X-Powered-By: PHP/5.5.15

[ cookie.txt |

FFAIE) ®E£(E) ZH(0) FRN) ALTH)
PHP=ESSI0= I mb 2y fhlshacsph?vwul oas)pl)

NAEEHL ;
PHPSESSID=1m62v7b0shacsp52vvuloasjp0

46,770
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(4) [_post_main.mq4] FEITHEE

File Edit Rules Tools View Help ZFiddler EZ GecEdge

a® WinConfig C) ## Replay X~ b Go .ﬁ Decode | Keep: All sessions + &

# Result  Praotocol Host URL Body Caching Content-Type

@: 1 302 HTTP keil [ _login_05.php 37 no-store, n... textthiml

G2 200 HTTP keil [ menu_05.php 454 no-store, n...  text/himl

@ 3 200 HTTF keil [_main_05.php 658 no-store, n...  textfhiml I
LE4 200 HTTP keil /_logout_05.php 377 no-store, m...  texthiml

X OTREE) NSET - RS ENAE T,
HTTP
Request;
[Headers]

@ Statistics Tﬂ% Inspectors | 4 AutoResponder I @ Compaoser | [ Log I [] Filters I — Tlmeline|
IHeaders | Textview | WebForms | HexView | Auth | Cookies | Raw | 150N | XML |

Request Headers [Raw] [Header Definitions]
POST /_main 05 php HTTRA 2
Cache

Cache-Control: no-cache

Praoma: no-cache
Client

Accept: image/aif, image fx-xbitmap, imaagefipeq, image/pjpea, */*

Accept-Charset: *utf-8

AcceptLanguage: en

User-Agent: MetaTrader 4 Terminal /4. 765 (Windows NT 6.2; x85)
Cookies | Login
= Cookie

PHPSESSID=Im&2v 7h0shacsp52vvuloasipl

Entity

Contentdiength: 111

Content-Type: application-www-form-urlencoded
Miscellaneous

Referer: http:/localhost)_menu_05.php
Transport

Connection: Keep-Alive

Connection: Keep-Alive

Host: keil

[WebForms]
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I’,ﬁ} Statistics %; Inspectors | 4 AutoResponder | @ Composer I [ Log I [] Filters I — Tlmeline|

Headers | Textiiew ||Wechrms | HexView | Auth | Cookies | Raw | 150N | ¥ML |

Mame Value

guNnsoU_san
tamama_desu
contents
yoroshiku
onegai_shimasu
bt_05 Toukou_suru

[Raw]
() Statistics i Inspectors | 4 AutoResponder | @ Composer | El Log | [ Filters |:— 'I'|me|ir1e|

Headers | TextView | WebFaorms | HexView | Auth | Cookies ||Raw | JSON | XML |

POST http://keil/ main_05.php HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-Torm-urlencoded

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charset: *,utf-8

Accept-Language: en

Cookie: PHPSESSID=Im&2v7boOshacsps2vvuloasjpd

Host: keil

Referer: http: //localhost/ _menu_05.php

User-Agent: MetaTrader 4 Terminal/4.765 (Windows NT &.2; X86)
Connection: Keep-Alive

Content-Length: 111

site_0S=tamama&contents=gunnsou_sanx0D¥0Atamama_desuk¥0D¥0A%0D%0Ayoroshi kukoDs0Aonegai_shimasu&bt_05=Toukou_suru

Find... (press Ctrl+Enter to highlight all) I Viewin Notepad I

KEFRNAE (KT 4 —BICEEND) %2 POST LTWET,
Avyt— e RT 4 —FURLxT Y a— FELD FLTY,

_ms_body="site_05=tamama&contents=gunnsou_san%0D%0Atamama_desu%0D%0A%0D%0Ayoroshiku%0D%
OAonegai_shimasu&bt_05=Toukou_suru”

FERIZT T O TCEECTKM LD [Reques ; LARV A RTF 4 —%2ab—L7ZHD
TP, URLTa—K325&, FidlcZev 9, (Foicir< e £9)
_ms_body="site_05=tamama&contents=gunnsou_san

tamama_desu

yoroshiku

onegai_shimasu&bt_05=Toukou_suru”

Response;
[Headers]
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puth | Caching | Cookies | Raw | JsoN | xmL |

Response Headers [Raw] [Header Definitions]
HTTFA1 1 200 Ok

Cache
Cache-Control: no-store, no-cache, must-revalidate, post-chedk=0, pre-chedk=0
Date: Thu, 23 Apr 2015 09: 16:09 GMT
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Pragma: no-cache
Entity
ContentLength: 658
Content-Type: text/html
Miscellaneous
Server: Apache/2.4. 10 (Win32) OpenssL/1.0. 1i PHP/5.5. 15
¥-Powered-By: PHP/5.5.15
Transport
Connection: Keep-Alive
Keep-alive: imeout=5, max=38

[WebView]

Get SyntaxView | Transformer | Headers | Textview | ImageView | HexView |E'|ﬂ.|'eb'u’|ew
puth | Caching | Cookies | Raw | JsoN | xmL |

Document is: 658 bytes.

<IETHR >

HaET:|

Toukou_suru

o« OG 7Ok

1%¥85 tamama

]

3

UANSon_san
tamama desu

yoroshiku
onegai_shimasu

BRI, 7T UL FEE TRE LEHFOA A=Y T,
49,770



[Raw]
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Caching Cookies 150N ML

Get SyntaxView | Transformer Headers | TextView ImageView HexView WebView Auth

HTTP/1.1 200 OK

Date: Thu, 23 Apr 2015 09:16:09 GMT

server: Apache/z.4.10 (Win32) Opens5L/1.0.1i PHP/5.5.15
X-Powered-By: PHP/5.5.15

Expires: Thu, 1% Nov 1981 085:52:00 @GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
Pragma: no-cache

Content-Length: 658

Keep-Alive: timeout=5, max=98

Cconnection: Keep-Alive

Ccontent-Type: text/html

<hrtml=

<head=>

<meta http-equiv="Content-Type" content="charset=utf-5"=>
<titl1e=5ITES TEST</titlex

<;/head=

<body>

<p> < 3ETHR > </ p>

<form method="POST" action="/_main_05.php"=

<p>

EEH : <input type="text" name="site_05"><br><br>

</ p=
<p=

TBE  <br>

<textarea name="contents” rows="8" cols="40">»</textareax<brx<br=
</ P

<input type="submit™ name="bt_05" value="Toukou_suru”=

</ Form-

<uT=

<li=<a href="_logout_05.php =077 F</a=</Ti>

</ U=

</ body=
</html=

<hr=
<p>3RFEE: tamama<,/p>
<p=PE: </ p>

<p>gunnsou_san<br /=
tamama_desu<br /=
<br /=

voroshiku<br /=
onegai_shimasu</p>

pre-check=0

| Find... {(press Cirl+Enter to highlight all)

” Viewin Motepad

Z7AN - - IMQL4/Files| 7 4 VA IZHRIF S D
[_post_main_05.htm] « « ¥ 77 U v 735
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Jr{IWF) WE(E) FR(V) BE(S) Jvi¥—4(B) Y-ILT) ~NLI(H)

SITES TEST

_ &0 file:///C:/Users/kenken/AppData/Roa — & || O, &=

[ EETERLEE
- = St B TR THE
v"'lh-lm m 2% —F I qjﬁ/\ i ‘ @ &:t—j?—ﬂm—z'@ FACEBOOK

Twhy—4 * < IETE
4 (B Jyhg—by—lii— |
[ EETaRLEE

a5 ] Juhg—hAza—
b [8) BFETvs-4L...
EiF s

I |1 Mozilla Firefox
bl auRlEEASILTS. ..
LI Bing
B | Canon MG7100...
b | iPADEELS
i LOGIN
Bl MT4-MTSESR{E
b [} office 2013 @... « 0575}
B office 8/ A... -
b [ VC++Express
B[ ) Windows3.14a3...
b LSELEE 12388 tamama
by PAAWE BET... P
b - LEHOEE
b [ YIFEUSBICS™... SUNNSCU_San
b ma-R-HA tamama_desu
b L O-ILT4A50... voroshiku
b EEEBEE onegal_shimasu
bl V-V

[_post_main_05.txt]

TFIWE) #|EE) SH(0) T|RV) NTH)
HTTPA1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Conrect ion: Keep-&1ive

Date: Thu, 23 &pr 2015 09:16:09 GMT

Keep-Alive: timeout=5h, max=93

Pragma: no-cache

Contert-Length: 658

Contert-Tvpe: text/himl

Expires: Thu, 19 Mow 1887 08:52:00 GMT

Server: fpache/2.4.10 (Win32) OpenSSLA1.0.11 PHP/S.5.15
H-Powered-Bv: PHP/5.5.15

AEEHL ;
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HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: Keep-Alive
Date: Thu, 23 Apr 2015 09:16:09 GMT
Keep-Alive: timeout=5, max=98
Pragma: no-cache
Content-Length: 658
Content-Type: text/html
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Server: Apache/2.4.10 (Win32) OpenSSL/1.0.1i PHP/5.5.15
X-Powered-By: PHP/5.5.15

(5) [_post_logout.mq4] EfTHER

File Edit Rules Tools View Help = Fiddler EJX GecEdge

#% WinConfig C) #4 Replay X~ b Go .ﬁ Decode | Keep: All sessions « &

# Result  Protocol Host URL Body Caching Content-Type

@ 1 302 HTIP keil /_login_05.php 37 no-store, n...  textfhiml

&2 200 HTTP keil /_menu_05.php 454 no-store, ... texthitml

@ 3 200 HTTP keil /_main_05.php 658 no-store, ... textfhiml

G g 200 HTTP keil /_logout_05.php 377 no-store, n...  texthiml |

X TR WNNFEAT - ek S NTCNAE T,
HTTP
Request;
[Headers]
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@) Statistics ;fﬁ Inzpectors | 4 AutoResponder | @ Composer I £ Log | [] Filters I — 'I'|me|ir1e|

I Headers | TextView | WebForms | HexWiew | Auth | Cookies | Raw | 150N | KML |
Request Headers [Raw] [Header Definitions]
GET #Jogout 0% php HTTRA 1
Cache

Cache-Control: no-cache

Pragma: no-cache
Client

Accept: image foif, image fx-xbitmap, image (jpeg, image /pjpea, **

Accept-Charset: *,utf-8

Accept-Language: en

User-Agent: MetaTrader 4 Terminal/4. 765 (Windows NT 6.2; x86)
Cookies | Login

= Cookie
PHPSESSID =lm& 2v 7hishacsp52vvuloasjp0
Entity
Content-Type: application fi-www-form-urlencoded
Transport

Connection: Keep-Alive
Connection: Keep-Alive
Host: keil

[WebForms]

@ Statistics | i Inspectors 4 AutoResponder I # Composer | [Z Log I [] Filters I = 'I'|me|ir1e|

Headers | TextView ||WebForms | HexView | Auth | Cookies | Raw | JSOM | XML |

Mame Value

[Raw]

@ Statistics | n Inspectors | 4 AutoResponder I # Composer | [l Leg I [] Filters I = Tlmeline|

Headers | Textiiew | WebForms | HexView | Auth | Cookies ||F‘.aw | 150N | ¥ML |

GET http://keil/ logout_05.php HTTP/ 1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-Torm-urlencoded

Aaccept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
Accept-Charser: =, utf-8

Accept-Language: en

Cookie: PHPSESSID=Im&2v7bOshacsps2vvuloasjpd

Host: keil

User-Agent: MetaTrader 4 Terminal/4.765 (Windows NT &.2; xBE&)
Connection: Keep-Alive

Find... {(press Ctrl+Enter to highlight all) I Viewin Notepad I

Response;
[Headers]
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puth | Caching | Cookies | Raw | JsoN | xmL |

Response Headers
HTTP1 1 200 Ok
Cache

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-chedk=0

Date: Thu, 23 Apr 2015 09:16:13 GMT

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Pragma: no-cache
Cookies [ Login

Set-Cookie: PHPSESSID=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-Age=0; path=/
Entity

Content-Length: 377

Content-Type: text/himl
Miscellaneous

Server: Apachef2.4.10 (Win32) Opens5L/1.0. 1i PHP/5.5.15

X-Powered-By: PHP/5.5.15
Transport

Connection: Keep-Alive

Keep-Alive: timeout=5, max=97

[Raw] [Header Definitions]

[WebView]

Get SyntaxView | Transformer | Headers | Textview | ImageView | HexView |EWeb'u"|ew
uth | Caching | Cookies | Raw | JsoN | xmL |
Document is: 377 bytes.

FECOITFo-LEL.

- OV A4 BEICES
S Y el SO

[Raw]
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Get SyntaxView | Transformer | Headers | TextView ImageView HexView | WebView | Auth | Caching |
Cookies | | mon | oam |

HTTP/1.1 200 OK

Date: Thu, 23 Apr 2015 03:16:13 GMT

Server: Apache/z.4.10 (wWin32) Opens55L/1.0.1i PHP/5.5.15

X-Powered-By: PHP/5.5.15

Expires: Thu, 19 Nov 1951 085:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Sser-Cookie: PHPSESSID=deleted; expires=Thu, 01-]Jan-1970 00:00:01 GMT; Max-Age=0; path=/
Content-Length: 377

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html

<!'doctype html>
<html=>
<head=
<meta charset="UTF-8">

ctitlext o FILFFUT—2 3o /titles

</head=
<body=

<div=ERICOYF I FLE L. </div=
<ul=>
<li=<a href="_login_o05.php =07 L EEICES</a</Ti>

<li»<a href="http:/ www.benri.ne. jp/ =L DEOM— Lo/ @/ 10

</ ul=
</ body>
</html=

Find... {(press Cirl+Enter to highlight all) I Viewin Motepad I

3% [Set—Cookie: PHPSESSID=deleted; | IZEH. v a v AHIBREINTERT LET,

Zy7 AN - IMQL4/Files| 7 4+ VA IRIFS D
[_post_logout_05.htm] « «+ X7 L7V v 7425

JrE) R|EE) F|ANV) BE(S) Fvr3-HB) Y-I({T) ~ILI(H)
Y INF R —2az

@ file:///C:/Users/kenken/AppData/Roa — & | O &=

(T EETERLMEES

S— LOA-lE | @y TOER g TS
v Norton E L e I s @ D -5~ 2 B8 FaCEBOOK

Twiv—4 * EECOSTFIRLELL.
BE(): . DYV BEEICES
4 H Juby—ty—lii— o~ o L EO TR — L
[ EETEREE
4] Juhy—Hiz1—
b B BETvIT—40...

[_post_logout_05.txt]

55,70



(C) 2011 amenbo the 3rd

Jr{ILE) #|EE) =(0) F=RN) ALT(H)

HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Connect ion: Keep-Alive
Date: Thu, 23 Apr 2015 09:16:13 GMT
Keep-blive: timeout=b, max=97
Pragma: no-cache
Contert-Length: 377
Content-Type: text/html
Expires: Thu, 19 MNov 198
Server: Apache/7.4.10 (W
:

1 08:52:00 GMT
in32) OpenSSLAT1.0.11 PHP/S.5.15
leted; expires=Thu, 01-Jan-1970 00:00:07 GMT; Max-hze=0; path=/

Set-Cookie: PHPSESSID-=
¥-Powered-Bv: PHP/D. 0.

NEEHL ;
HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: Keep-Alive
Date: Thu, 23 Apr 2015 09:16:13 GMT
Keep-Alive: timeout=5, max=97
Pragma: no-cache
Content-Length: 377
Content-Type: text/html
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Server: Apache/2.4.10 (Win32) OpenSSL/1.0.1i PHP/5.5.15
Set-Cookie: PHPSESSID=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-
Age=0; path=/
X-Powered-By: PHP/5.5.15
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9. X7 UF b - BTN a— FEEH
¥PHP 2 — FRBRDHEFII N2 LERA, ZF/K ! (MQL4 L IZEBICIIBEE L2V ZD)
(1) PHPa—F ;Evy¥armk
_login_05. php

{?php
// Tundefined index| Z&HZHT/-DIZLL T2 A
error_reporting (E_ALL ~ E_NOTICE) ;

session_start();
/] TT—AE—

$errorMessage = 77
[/ BEHICERT DD/ T2 = A r—795
$viewUserId = htmlspecialchars (§_POST[“userid”], ENT_QUOTES) ;

/] mTA R BRI SA
if (isset($_POST["login”])) {

// FRIERED

if (§_POST["userid”] == "keroro” && $_POST[”password”] == "keroro”) {
/) By ya v ID BHRICEITTD
//session_regenerate_id (TRUE) ;//@
$_SESSION[”USERID”] = $§_POST[”userid”];

[/ F =7
echo ~F = » 7 : USER_ID= ". §_SESSION["USERID"].” T ;
//
header ("Location: _menu_05.php”);
exit;
}
else {

$errorMessage = "—H ID, NI XAT—R|IZEBONHY £7, 7
}
}

i
{!doctype html>
<html>

<head>

<{meta charset="UTF-8">
<title>SITE5 TEST</title>

<{/head>

<body>

{form id="loginForm” name="loginForm” action="<?php print ($_SERVER[’ PHP_SELF 1) ?>”
method="POST”>

{fieldset>

degend>w 7' A > 7 #—25</legend>

<div><?php echo $errorMessage ?></div>

{label for="userid”> = — % 1D<{/label><input type="text” id="userid” name="userid”
value=" Input ID 7>

<br>

{label for="password”> /X A U — | <{/label>{input type="password” id="password”
name="password” value="">

<br>

{label></label><input type="submit” id="login” name="login” value="Login”>

{/fieldset>

</form>

</body>
</html>
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<html>
<head>

<{meta http—equiv="Content-Type” content="charset=utf-8">

<title>SITE5 TEST</title>
<{/head>

{?php error_reporting (E_ALL & “E_NOTICE); ?>

<body>
<p>< A == —[Hjm><{/p>

UTDA=2—=nb, BRLTIZSW;

<ul>

<{li><a href="_main_05. php” >FFE [ ~</a></1i>
<{li><a href="_sub_05. php”> P [ ~<{/a></1i>
<1li><a href="_logout_05.php”>a 77 7 ~<{/a></1i>
<Sul>

<{/body>
</html>

{?php

//

session_start();

/) ' va VERAT
session_regenerate_id (TRUE) ;//@

//session_name ("tamama”) ;//FhEE =11l ? NG

[/ A NREDF = v 7

if (lisset ($_SESSION[”USERID"])) {
header ("Location: _no_05. php”);
exit;
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_main_0b. php

<html>

<head>

<meta http—equiv="Content-Type” content="charset=utf-8”>
<title>SITE5 TEST</title>

<{/head>

{?php error_reporting(E_ALL & "E_NOTICE); ?>
<body>
<p> <Rt ></p>

{form method="POST” action="<?php print ($_SERVER[’ PHP_SELF’ ]) ?>">
<p>

B4 i <input type="text” name="site_05"><br><br>

</p>

<p>

TEH  <Dbr>

{textarea name="contents” rows="8" cols="40"><{/textarea><br><br>
</p>

dinput type="submit” name="bt_05" value="Toukou_suru”>

<{/form>

<ul>
<{li><a href="_logout_05.php” > 77 7 ~<{/a><{/1i>
<Jul>

<{/body>

</html>

<{?php
session_start();

/] a A REEDF = Y

if (lisset ($_SESSION[”USERID"])) {
header ("Location: _no_05. php”);
exit;

}

/)= $RHRIC AT LieT — % OB
$file name=" site 05. txt ;
if(!file_exists($file_name)) {
/] 77 A NAER
touch(§file name) ;

}
[/ A A e —F

if ($_SERVER[”REQUEST_METHOD”] == ”“POST”) {
writeData();
J

readData() ;

//—— B
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function readData() {
$site 05 file = 'site_05. txt ;

$fp = fopen($site_05_file, 'rb’);

if ($fp) {
if (flock($fp, LOCK_SH)) {
while (!feof ($fp)) {
$buffer = fgets($fp);
print (§buffer) ;

flock ($fp, LOCK_UN);
Jelse{

printC 77 A vy ZIZHRERLELE )
}

}

fclose ($p) ;
}

//
function writeData () {
$site_05 = $_POST[ site_05"];
$contents = $_POST[ contents’ J;
$contents = nl2br (§contents) ;
$data = “<hr>¥r¥n”;
$data = $data. "<p>¥&FEE ", $site_05. "</p>¥r¥n”;
$data = $data. "<p>HNE:<{/p>¥r¥n”;
$data = $data. "<p>”. $contents. "</p>¥r¥n”;

$site_05_file = "site_05. txt ;

$fp = fopen(§site_05_file, "ab’);

if ($fp) {
if (flock ($fp, LOCK_EX)) {
if (fwrite(§fp, $data) === FALSE) {

printC 7 7 A NVEZIARIZKKRLELE )

}

flock (§fp, LOCK_UN) ;
Jelsef

printC 77 A ey ZIZRIRLELE ),
}

}

fclose ($fp) ;
}

2

MUTONELHIME LTI ET,
[PefE L7=NZS ) 1%, XAMMP [ R htdocs 7 # /LA WNICAR L7-, [site_05.txt] 77 A /b
FZHZIAENET, BiishTn&EET)
HE RfFET5) &, 2077 A NVNEEZRM LTI 7Y EICRRLTHEET,
(BXALNEE 7 VT TDIE, 77 A VEHIERT 20, NEZBELTLEEWD)
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_sub_05. php

<html>
<head>

<{meta http—equiv="Content-Type” content="charset=utf-8">

<title>SITE5 TEST</title>
<{/head>

{?php error_reporting (E_ALL & “E_NOTICE); ?>

<body>
<p> < T ></p>

s, TERTT. br
T bEIR LTS, b

<ul>

<{li><a href="_main_05. php” >FFE [ ~</a></1i>
<{li><a href="_logout_05.php” > 77 7 ~<{/a><{/1i>
<Sul>

<{/body>
</html>

{?php
session_start();

[/ a T A NRREDTF =

if (lisset ($_SESSION[”USERID"])) {
header ("Location: _no_05. php”);
exit;

}

>
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_logout_05. php

{?php
session_start();

if (isset($_SESSION[”USERID”])) {
$errorMessage = "IEWIca /T 7 M LE LT, 7
}

else {

}
/) ey varEBHOs VT
$_SESSION = array();
/] 7= DR
if (ini_get (“session. use_cookies”)) {
$params = session_get_cookie_params () ;
setcookie (session name(), 7, time() — 42000,
$params[“path”], $params[”domain”],
$params[”secure”], $params[”httponly”]

$errorMessage = "By a VN ZX A LT T RLE LT,

)5
}

/) vwar U7
@session_destroy () ;
>

{ldoctype html>
<html>
<head>
<{meta charset="UTF-8">
gitled> o IV T 7V r—3 g </ title>
<{/head>
<body>
<div><?php echo $errorMessage; ?></div>
<ul>

\

<

I

<li><a href="_login_05.php”>v 7' A VEEIZJRE H</a></1i>
<li><a href="http://www. benri. ne. jp/ >V 2> H Dk —2Ib~{/a></1i>

</ul>
<{/body>
</html>

_ho_05. php

{?php
/ /78 51X
>

{ldoctype html>
<html>
<head>

<meta http—equiv="Content-Type” content="charset=utf-8">

<{title>SITE5 TEST</title>
<{/head>
<body>
<br>Z I, AET 7 EBATT ! <br>

<brova A rnb, RHDELTLEEN, <br>

<{/body>
</html>
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(2) PHP=—F (kyva v #ELIR)
X ey val k) Oy va v BfROa—REa A R« 7T NLELETOE DD,
ey a LR T, FFMITEEREOa— 23R L TEEN,

B ;  _menu 05.php ® [Ew i a i) & ya MU ZHEELET

_menu_05.php ® v g HR] ;
<html>
<head>
<{meta http—equiv="Content-Type” content="charset=utf-8">
<title>SITES TEST</title>
<{/head>

{?php error_reporting (E_ALL & “E_NOTICE); ?>

<body>
<p>< A == —[Hjm><{/p>

UTDOA=a2—=nb, BRLTIZS W

<ul>

<li><a href="_main_05. php” >FFE M [ ~</a></1i>
<{li><a href="_sub_05. php”> P [ ~<{/a><{/1i>
<{li><a href="_logout_05.php” > 77 7 ~<{/a><{/1i>
<Sul>

<{/body>
</html>

<{?php
//

session_start () ;
/] ' va VERAT
session_regenerate_id (TRUE) ;//@

//session_name ("tamama”) ;//fhEE =11l ? NG
/] a T A NREOTF =
if (lisset ($_SESSION[”USERID”])) {

header ("Location: _no_05. php”);
exit;

echo *F =7 : USER_ID=".$ SESSION["USERID"].” T3~ ;
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_menu_05.php ® v g EUK] ;
<html>
<head>
<{meta http—equiv="Content-Type” content="charset=utf-8">
<title>SITES TEST</title>
<{/head>

{?php error_reporting (E_ALL & “E_NOTICE); ?>

<body>
pr< A== —[Hjf><{/p>

UTDA=a—=n6, BRLTIZS

<ul>

<li><a href="_main_05. php” >FFE 1 [ ~</a></1i>
<{li><a href="_sub_05. php”> P [ ~<{/a><{/1i>
<{li><a href="_logout_05.php” > 77 7 ~<{/a><{/1i>
<Sul>

<{/body>
</html>

<{?php

//

////session_start();////

/) B a VBT
////session_regenerate_id (TRUE) ;//®©////

//session_name ("tamama”) ;//fhEE =11l ? NG

/) a7 A MREDT =T

////if (lisset ($_SESSION[”USERID”])) {
////header ("Location: _no_05.php”);
////exit;

////}

////echo * F =7 : USER_ID= ".$_SESSION[“USERID"].” T ;

//
>
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(3) MQL4=—F
AL THLIGEIL, Tkeil) HOEFHEP COT I P AICER LT EEW,
GEfiX, T2. (2)) 2z3RIZIW)
Wa— FNEOMFFUIE N LET, IS THRIT L TA T EEW,
INEF A=V a2 (B3 71H) © WebRequestQ¥ > 7L« 23— R&EBEIT/EKR L Lz,
(ZFNZEHLWT 7 =y 7 3G ENTVERA)

_post_login. mg4

/ /4 +
//| _post_login. mq4 |
//| amenbo |
;;‘ IROFBEROF KU |
#iproperty copyright “amenbo”

#iproperty link IR OO K

#iproperty version  ”“1.00”

#iproperty strict

/ /4
//| Script program start function
/ /4
void OnStart ()
{
int  res_pos; // To receive the operation execution result
char postl[]; // Data array to send POST requests
char resultl]; // Data array for Response data

string _ms_body="userid=keroro&password=keroro&login=Login”;//_login_05. php
string cookie=NULL, headers;

//
string local_url="http://keil/_login_05. php”;

//—— reset last error
ResetLastError () ;

//— load html page from localhost/_start.html
int timeout=5000; //—— timeout less than 1000 (1 sec.)

//—— set referer
//string referer="fukutoku. benzaiten. ike”;

//—— post T —X ZUE(HET 5
int _size=StringToCharArray (_ms_body, post, 0, WHOLE_ARRAY, CP_UTFS) ;
int _count=ArrayResize (post,_size-1);

//
//

res_pos=WebRequest ("POST”, local_url, cookie, NULL, timeout, post, ArraySize (post), result, hea
ders) ;
//
)/ VAR AFERZ 7 7 A WITEERT D
PrintFormat ("POST Ji%Zh, size =%d bytes.”, ArraySize (result));
/)= AvE— «RT 4 —% resultl] |ZFCEk
int filehandlelZFileOpen(”_post_login_OS.htm”,FILE_WRITE\FILE_BIN);
//—— check
if (filehandlel!=INVALID_HANDLE)
{
[/~ AvE— «RT 4 —% resultl] |ZTFCEk
FileWriteArray (filehandlel, result, 0, ArraySize (result)) ;
//— close file
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FileClose (filehandlel) ;

}

else Ppint(”Error in Filel_Open. Error code=", GetLastError());

//——— o~ X —% headers |ZE0&%

int filehandle2=FileOpen(”_post_login_05. txt”, FILE_WRITE|FILE_TXT) ;
[/
if (filehandle2!=INVALID_HANDLE)

{

//—— write response headers to file

FileWriteString (filehandle2, headers) ;

//—— close file

FileClose (filehandle2) ;

}

else Print ("Error in File2_Open. Error code=", GetLastError());

Y tyvariID (Zyx—) &7 7 A MRFT Do
int filehandle3=FileOpen(”_post_login_05. txt”, FILE_READ|FILE_TXT) ;
[/
if (filehandle3!=INVALID_HANDLE)
{
int res;
string str,_cookie, _cookie_set;
//
while (!FileIsEnding (filehandle3))
{
str=FileReadString (filehandle3) ;
res=StringFind (str, “Set—-Cookie: PHPSESSID=");
//
if (res>=0)//@
{

PrintFormat (str) ;
_cookie=StringSubstr (str, res+12) ;
_cookie_set=StringSubstr (_cookie, 0, StringFind (_cookie, ”;”)) ;
//
PrintFormat (_cookie_set) ;
//
int filehandle4=FileOpen(”_cookie. txt”, FILE_WRITE|FILE_TXT) ;
FileWriteString(filehandle4, cookie_set);
FileClose (filehandle4) ;

}

//
}
//
FileClose(filehandle3) ;
}

//

PlaySound ("alert2”) ;
}
//
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_post_main. mg4

//4
// | _post_main. mq4
//| amenbo
// SR DRRO IR K
//4
#iproperty copyright “amenbo”

#property link IR DORRDO IR K
#iproperty version  ”“1.00”

fiproperty strict

+—

/ /4 +
//| Script program start function
/ /4 +
void OnStart ()

{

int res_pos; // To receive the operation execution result

char postl[]; // Data array to send POST requests

char resultl]; // Data array for Response data

string

_ms_body="site_05=tamama&contents=gunnsou_san%0D%0Atamama_desu%0D%0A%0D%0Ayoroshiku%0D%
OAonegai_shimasu&bt_05=Toukou_suru”;

string cookie, headers;
//

string local_url="http://keil/_main_05. php”;

//——— reset last error
ResetLastError () ;

//— load html page from localhost/_start.html
int timeout=5000; //—— timeout less than 1000 (1 sec.)

//—— set referer
string referer="http://localhost/_menu_05. php”;//— BN T Iriz

//——— post T — X Z (95
int _size=StringToCharArray (_ms_body, post, 0, WHOLE_ARRAY, CP_UTES) ;
int _count=ArrayResize (post,_size-1);

/=== tyova i sty a 1D (VyFd—) EAHT—
int filehandle3=FileOpen(”_cookie. txt”, FILE_READ|FILE_TXT) ;
cookie=FileReadString (filehandle3) ;

FileClose (filehandle3) ;

//
//

res_pos=WebRequest ("POST”, local_url, cookie, referer, timeout, post, ArraySize (post), result,
headers) ;
//
)/ VAR AFERZ 7 7 A WITERERT D
PrintFormat ("POST Ji%Zh, size =%d bytes.”, ArraySize (result));
/)= AvE— «RT 4 —% resultl] I|ZFCEk
int filehandlelZFileOpen(”_post_main_OS.htm”,FILE_WRITE\FILE_BIN);
//—— check
if (filehandlel!=INVALID_HANDLE)
{
[/ AvE— «RT 4 —% resultl] |ZTFCEk
FileWriteArray (filehandlel, result, 0, ArraySize (result)) ;
//— close file
FileClose(filehandlel);
}
else Print ("Error in Filel_Open. Error code=", GetLastError());
//——— +~v X —% headers |ZiCHk
int filehandleZiFileOpen(”_post_main_OS.txt”,FILE_WRITE\FILE_TXT);
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[/
if(filehandle2!=INVALID_HANDLE)

{

//—— write response headers to file

FileWriteString (filehandle2, headers) ;

//— close file

FileClose (filehandle2) ;

}

else Print ("Error in File2_Open. Error code=", GetLastError());

//

//
PlaySound (“alert”) ;

}

//
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_post_logout. mq4

/ /4 +
//| _post_logout. mq4 |
// | amenbo |
%\ IROBEOFIM KM |
#iproperty copyright “amenbo”
#property link " IR DORRDO IR K
#iproperty version  ”“1.00”
fiproperty strict
/ /4 +
//| Script program start function
/ /4 +
/) By a EIERICKT IR0, MHETHENRD D,
//
void OnStart ()

{

int res_get; // To receive the operation execution result

char getl[]; // Data array to send GET requests

char resultl]; // Data array for Response data

string cookie, headers;
//

string local_url="http://keil/_logout_05. php”;
//— reset last error

ResetLastError () ;
//— load html page from localhost/_start.html

int timeout=5000; //——— timeout less than 1000 (1 sec.)
//—— set referer

//string referer="fukutoku. benzaiten. ike”;
/=== tyovarEim T a-oicktya 1D (VyFd—) EAHT—

int filehandlel=FileOpen(”_cookie. txt”, FILE_READ|FILE_TXT) ;
cookie=FileReadString (filehandlel) ;
FileClose (filehandlel) ;

//

res_get=WebRequest ("GET”, local_url, cookie, NULL, timeout, get, ArraySize (get), result, header
s)s
// o —
)/ VAR ARERZ 7 7 A WITELERT D
PrintFormat(fGET‘ ﬁi?ﬁ, size =%d bytes.”, ArraySize (result));
J/—— AotB— « ART 4 —% resultl] [IZFCEE
int filehandle2=FileOpen(”_post_logout_05.htm”, FILE_WRITE|FILE_BIN) ;
//—— check
if (filehandle2!=INVALID_HANDLE)
{
J/— AvEB— « RT 4 —% result[] |ZECEk
FileWriteArray (filehandle2, result, 0, ArraySize (result)) ;
//— close file
FileClose(filehandle2) ;
}
else Print(”Error in Filel Open. Error code=", GetLastError());
//——— <~v X —% headers |ZFCEk
int filehandle3=FileOpen(”_post_logout_05. txt”, FILE_WRITE|FILE_TXT) ;
/)=
if (filehandle3!=INVALID_HANDLE)
{
//—— write response headers to file
FileWriteString(filehandle3, headers) ;
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//— close file
FileClose (filehandle3) ;
}
else Print ("Error in File2_Open. Error code=", GetLastError());
//
[/
PlaySound (“alert2”) ;

Uk
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